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CRI	Letter	to	Management	
 

August 1, 2017 

Linda J. Lindsey, CPA, CGAP 
Senior Director, Internal Audit 
Orange County Public Schools 
445 West Amelia Street 
Orlando, FL  32801 

We have completed our internal audit of the Information technology (IT) asset 
management process for Orange County Public Schools ("OCPS"). Our procedures and 
findings are listed in Appendix “A” contained herein.  

Our procedures were performed in conformity with Statements on Standards for 
Consulting Services of the American Institute of Certified Public Accountants and the 
Standards for Information Systems Audit and Assurance effective 1 November 2013 
and contained in the Information Technology Assurance Framework (ITAF), 3rd Edition 
published by the Information Systems Audit and Control Association (ISACA).  

We performed the procedures using data for the twelve months ended June 15, 2017. 
Interviews were completed with: 

• Justin Tomko, Assistant Director Device Management, ITS 
• Martin Gang, Senior Director ICTS Operations, ITS 
• Justin Slimick, Systems Engineer I Digital Curriculum Technology, ITS 
• Odvar Lund, Systems Engineer II, ITS 
• Rita Thomas, Senior Manager, Property Accounting 
• Chris Reed, Director of Material Management, Office of Material Management 
• David Wheeler, Administrator, Procurement and Contracting 
• John Cook, Senior Administrator, Accounts Payable 
• Leslie Scalzo, Senior Specialist, Accounts Payable 

We would like to thank all OCPS employees for their assistance and the opportunity to 
provide services to OCPS. 

Sincerely, 

  
CARR, RIGGS & INGRAM, L.L.C. 
Certified Public Accountants and Advisors 
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Description	of	the	Digital	Curriculum	Program	
	

Since 2013, Orange County Public Schools has been on the leading edge of digital 
learning as it implements a one-student/ one device initiative. 

Titled LaunchEd, the initiative began with a pilot program involving seven schools and 
now covers 43 schools and more than half of the district’s students. As of the beginning 
of the 2017-2018 school year, more than 100,000 devices had been assigned to 
students, including every student in every district high school. The program provides 
one-stop access to all student e-textbooks, instructional software and hundreds of 
thousands of carefully selected digital learning objects such as videos and simulations 

At LaunchEd schools, every teacher and administrator also has a device. The 
LaunchED program provides four years of job-embedded professional development for 
teachers to gradually transition from the basic adoption of technology to enhance 
standards-based instruction to transformative technology use that accelerates student 
inquiry.  

To support the program, LaunchED schools are outfitted with state of the art equipment 
and services such as increased Internet bandwidth, wireless access points, large 
interactive touch-screen flat panels, document cameras, and in-ceiling audio 
enhancement. 

This audit, which was included in the 2016-2017 audit plan, is focused on technology 
asset management associated with the digital learning program.
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Resulting	Recommendations	for	Improvement	
 

Our procedures resulted in the following recommendations for improvement based on 
our testing.    

Improvement Recommendations 

1. We examined policies and procedures related to the asset management to ensure    
proper guidance was in place for asset standards, configuration standards, asset 
procurement, security guidelines, software licensing, configuration management, 
technical support and maintenance practices, asset inventory practices, and asset 
disposal as it relates to digital curriculum devices.  
 
We noted upon review that guidance is defined for assets managed by the district. 
However, standards for the management of digital curriculum assets have not been 
documented.  
 
CRI recommends that management document policies and procedures specific to 
the management of digital curriculum and the areas noted in Appendix “A”. As part 
of this, asset procurement, security, configuration, technical support and 
maintenance, inventory practices and disposal should be addressed. The lack of 
formalized policies and procedures may lead to inconsistent processes and can 
contribute to loss, inappropriate use, or disposal of inventory and assets. 

 

2. We interviewed the asset manager to determine how goals for the digital curriculum 
initiative are communicated to senior management. Further, we discussed how the 
performance of the goals are measured.  
 
Per interviews with the asset manager, we were informed goals and performance 
against the goals are not formally published.  
 
CRI recommends that management consider formally publishing the defined goals of 
the digital curriculum initiative to include the overall performance of the initiative. 
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Appendix	A	
Audit Objective and Attribute(s) Attribute Comments Attribute or 

Document Present 

Objective: Discuss the goals of the 
asset management group in relation 
to the IT organization's strategy.  

  

1. Have the goals of asset 
management been developed 
formally and communicated to 
all members of the team? 

Based upon the interviews with 
Information Technology Support 
(ITS), goals for asset 
management have been 
developed. Through interviews, it 
appears that members of the 
team are aware. 

Yes 

2. Are the goals aligned with the 
strategy and goals of the IT 
organization? 

Based upon the interviews with 
ITS, it appears that goals are 
aligned with the strategy of the IT 
Organization. With the move to 
the digital curriculum, the 
organization’s objective is to 
ensure that each student has a 
device for learning. Additionally, 
the Digital Curriculum Technology 
group has defined the following 
goals:  

• Accurately track Digital 
Curriculum Devices 
across their lifespan 

• Provide an accurate 
history of each Digital 
device 

• Maintain important cost 
and budgeting information 

• Maintain history of student 
use and damage 

 

Yes 

3. Are the goals evaluated 
periodically and published?  

Based upon interviews with ITS, 
goals are evaluated annually as 
schools are selected to be added 
to the digital curriculum initiative. 
Goals and performance against 
goals are not formally published.  

No 

4. Who is responsible for 
ownership of the goals?  

Responsibility of the digital 
curriculum goals are placed on 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

members of the Digital Curriculum 
Technology group.  

5. How are goals measured?  Goals are measured by each 
student in the OCPS school 
system having a digital device at 
all times. 

Yes 

Objective: Discuss how the program 
is organized and more specifically 
how asset management fits into the 
overall organization in terms of form 
and function.  

  

1. Does an asset manager 
exist?  

Justin Tomko, ITS, has the 
assigned duties of asset 
manager. 

Yes 

2. What are the responsibilities 
of the asset manager?  

Based on interviews with ITS, the 
asset manager oversees the 
purchase of digital curriculum 
devices in conjunction with United 
Data Technologies (UDT). After 
receipt of the devices by UDT, 
ensures proper configuration and 
distribution to the appropriate 
schools. The manager also 
oversees Archibus, the inventory 
management system. 

Yes 

3. How does the asset manager 
interact with non-asset 
management entities?  

The asset manager works with 
each school and Property 
Accounting to ensure proper 
inventorying practices are 
followed.  

Yes 

4. Who does the asset manager 
report to within the 
organization? 

The asset manager reports to the 
Senior Director of ITS operations. 

Yes 

5. Are the asset manager’s 
responsibilities measured?  

The asset manager’s 
responsibilities are measured by 
the availability of devices for use 
by students in the digital 
curriculum initiative. The primary 
tools used by the asset manager 
to track availability are Microsoft 
System Center Configuration 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

Manager (SCCM) and Repair 
Depot.  

Microsoft SCCM requires devices 
under its management to 
periodically check in. The Digital 
Curriculum Technology group 
generates a device affinity report 
from Microsoft SCCM which 
provides a listing of devices that 
have not checked in for the last 
10 days. The report lists the 
device name, serial number, and 
the student’s user ID. (See 
attachment 1a) 

Repair Depot allows the asset 
manager to see real-time 
inventory information from 
Archibus for each school location 
and devices in repair. (See 
Attachment 1b) 

6. Who are the other individuals 
in the asset management 
organization?  

The asset manager is assisted by 
System Engineers who are 
members of the Digital Curriculum 
Technology group to ensure goals 
of the asset management 
program are met. 

Yes 

7. What other groups interact 
with asset management?  

The asset manager interacts with 
Procurement, employees at each 
school, Property Accounting, 
UDT, A1 and Surplus Warehouse. 

Yes 

8. Does asset management 
have a stand-alone budget?  

Based on interviews, stand-alone 
budgets are developed for digital 
curriculum assets and included as 
part of the operational budget. In 
addition, support provided by the 
Digital Curriculum Technology 
group is separately budgeted as 
part of the general fund.  

Yes 

9. How is asset management 
measured (in terms of 
success or failure)? 

The overall measurement of asset 
management is based upon the 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

goal of each student having a 
device to use as part of the digital 
curriculum. Prior to the start of the 
school year, a baseline number of 
devices that are required for each 
school is determined based on 
the anticipated enrollment. 
Throughout the school year, 
enrollment numbers fluctuate, 
devices need repair and devices 
needed to be replaced. The 
measure of success of the asset 
management process is in the 
ability of ITS to track and manage 
these factors while maintaining 
the appropriate inventory at each 
location. Based upon our 
interviews and review of 
supporting documentation, this 
process appears to be adequately 
managed.  

10. Does the asset management 
program have an executive 
sponsor? 

The asset management program 
is sponsored by Jesus Jara, 
Deputy Superintendent. 

Yes 

Objective: Determine how asset 
management procedures are created 
and communicated to the appropriate 
individuals.  

We reviewed the provided 
policies and procedures including: 
Property Procedure Manual, 
Inventories and Property 
Records, and Properties Disposal 
and Disposition. 

 

1. Is the current asset 
management function 
documented (processes, 
standards and policies)?  

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

2. Are the policies and 
procedures clearly defined 
and understood by the 
organization?  

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 

No 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

specifically addressed. The 
processes in place have not been 
formalized. 

3. Are there processes for all 
stages of the asset lifecycle 
from planning through 
retirement? 

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

4. Do policies and procedures 
account for the physical, 
financial and contractual 
aspects of asset 
management?  

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

5. How are policies enforced?  Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. Without a formalized 
process in place, management is 
unable to enforce a defined 
standard that has been 
established.  

No 

6. Are policies and procedures 
specific to individuals or 
groups? 

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

7. How often are the policies and 
procedures reviewed? 

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 

No 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

formalized. 

Objective: Determine whether a 
global physical and network scan 
inventory of all IT assets has been 
performed.  

  

1. Are the assets being tracked 
and maintained in a central 
repository? 

Assets that are part of the digital 
curriculum initiative are tracked 
via Archibus, a hosted solution.  

Yes 

2. Are follow-up inventories 
taken on a periodic basis and 
are discrepancies reconciled? 

Follow up inventories are 
completed at the start, middle and 
end of the school year. The 
inventories at the start and end of 
the school year are physical 
inventory, while the mid-year 
inventory is done through 
Microsoft SCCM.  

Yes 

3. Is an auto-discovery solution 
deployed in the organization 
to account for each platform 
tracked (e.g., Wintel, UNIX, 
etc.)? 

Each device is joined to OCPS’s 
Active Directory domain prior to 
being deployed. Microsoft SCCM 
is used for monitoring digital 
curriculum assets.   

Yes 

4. What type of information is 
collected with the auto-
discovery solution(s)? 

Microsoft SCCM captures unique 
hardware identifiers for each 
asset. 

Yes 

Objective: Determine the existence 
of asset management tools and their 
use within the environment.  

  

1. Is an asset management 
repository deployed? 

Archibus Asset Management is 
used as the central repository for 
digital curriculum assets.  

Yes 

2. What is the percentage of 
accuracy or the integrity of the 
data?  

Based on review of Archibus and 
interviews with Property 
Accounting, the data integrity 
appears to be 100% accurate. 

Yes 

3. Is there tool overlap 
(intentional replication of data 
or tools with similar 
functions)? 

Assets with a cost of $1000 or 
more are also inventoried and 
tracked in SAP. Though some 
overlap between Archibus and 
SAP exists, it is necessary. 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

Archibus not only provides an 
inventorying function, but also 
provides a means of tracking 
device movement between 
locations. This functionality is not 
present in SAP.  

Objective: Integration: Determine 
what key systems/tools inter-operate 
with the asset management function.  

  

1. Does the asset management 
function integrate (process-
wise) with key areas such as 
financial asset management? 

Archibus does not systematically 
integrate with SAP. Property 
Accounting generates an CSV file 
from Archibus which is then 
imported into SAP. 

Yes 

2. What technical integrations, if 
any, exist within the 
environment with the asset 
repository?  

SQL integrations with Archibus 
are in place to refresh asset data 
for use by ITS to gather metric 
data. 

Yes 

3. What type of integration exists 
to the help desk/service 
desk? 

Repair Depot is integrated with 
Archibus for real-time inventory 
data. 

Yes 

4. Is the auto-discovery data 
utilized as a reconciliation 
source against the asset 
repository?  

Microsoft SCCM device affinity 
reports are used to reconcile 
inventory. ITS provides the report 
to technicians at each school 
location to attempt to locate any 
device that has not connected to 
OCPS’s wireless network within a 
10-day period. 

Yes 

Objective: Determine what key 
reporting requirements are necessary 
to facilitate existing business 
functions within the organization.  

  

1. What information/data/reports 
are derived from the asset 
repository and provided to 
other groups?  

From Archibus, information about 
the device includes purchased 
date, purchase price, PO number, 
funding source, equipment type, 
serial number, and barcode. 
Additionally, information is 
captured about the status of the 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

device including what student it is 
checked out to, site location and 
the date of the last status change. 

2. Does the fixed asset and/or 
property accounting have 
visibility into data within the 
repository? 

Based upon review of Archibus, it 
was determined that Rita 
Thomas, Senior Manager of 
Property Accounting has access. 

Yes 

Objective: Discuss the standard 
process utilized for requesting IT 
assets.  

  

1. Does a standard catalog 
exist?  

A catalog does not exist for the 
digital curriculum initiative.  After 
the Board determines the schools 
that will be added to the initiative, 
ITS provides UDT with specific 
specifications for which the device 
should meet. 

Yes 

2. How frequently are standards 
evaluated (including pricing)? 
Who is responsible for the 
approval of additions to the 
standards list?  

Device standards are evaluated 
on an annual basis in conjunction 
with ITS and Teaching & 
Learning. Devices are evaluated 
on reliability and durability for use 
by students.  

Yes 

3. How many standards exist by 
asset class (e.g., desktop, 
laptop, server, printer, etc.)? 

A single standard has been 
selected for devices used in the 
initiative.  

Yes 

4. How do users request 
equipment? Is the process 
automated? What types of 
manual events correlate to 
the request process?  

Requisition requests are made 
through the iBuy Catalog. This is 
an automated feature of SAP. All 
requisitions are reviewed and 
approved by a 
supervisor/manager. For 
requisitions totaling $25,000 or 
greater an Administrator in 
Procurement and Contracting 
must approve before the PO is 
produced. 

Yes 

5. Is existing inventory evaluated 
before the purchase of 
equipment for possible 
redeployment potentials? 

At the end of each school year, all 
digital curriculum devices are 
inspected to determine their 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

cosmetic condition and technical 
functionality. UDT provides all 
repair services for devices with a 
current warranty.  

6. Can users build their own 
configurations?  

Images are built by ITS with a 
standard configuration for all 
devices in the initiative. 

No 

7. What approval levels are 
currently in place for standard 
requests?  

All requisitions require manager 
or supervisor approval. 

Yes 

8. What percentage of all 
requests created are 
standard?  

Requisitions for the digital 
curriculum initiative are 
considered standard. 

Yes 

9. Is a Just in Time (JIT) 
inventory available for request 
fulfillment?  

Although not technically a JIT, 
ITS works to maintain a 2% 
surplus of devices at each school 
to ensure adequate inventory is 
available for each student. 

N/A 

10. Do users have access to 
inventory information?  

Access to Archibus is limited to 
those departments which require 
access for inventory. 

Yes 

11. Is responsibility assigned for 
managing inventory?  

The primary employee assigned 
to oversee inventory management 
is Justin Tomko, ITS. Property 
Accounting also has 
responsibilities of inventory 
management. 

Yes 

12. Are controls in place to 
ensure assets are at the end 
of their lifecycles before 
replacement is permitted 
through the standard request 
process? 

Devices used in the digital 
curriculum initiative are inspected 
by OCPS ITS technicians as well 
as UDT technicians to determine 
if replacement is necessary. 

Yes 

Objective: Discuss the standard 
process utilized for requesting IT 
assets.  

  

1. What is the approval process 
for non-standard IT asset 
requests?  

If an item is required that is not 
part of the UDT Catalog, a 
requisition is filled out manually 
by the requesting department. 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

Approval process is the same as 
standard requests. 

2. How often is this process 
reviewed to determine future 
efficiencies?  

Process are evaluated on a 
continuous basis. As the digital 
curriculum initiative develops and 
matures, processes are evaluated 
and adjusted to ensure goals are 
met. 

Yes 

3. Are non-standard requests 
evaluated periodically to 
ascertain whether or not an 
addition to the standards list 
is warranted? 

N/A N/A 

4. Is architecture involved in the 
approval process for non-
standard IT asset requests?  

Devices in the digital curriculum 
do not apply to non-standard IT 
assets. 

N/A 

Objective: Discuss the process for 
generating purchase orders.  

  

1. Is procurement centralized? Based on review of SAP, 
procurement is a centralized 
component to the SAP SRM 
system. All requisitions are made 
through SAP. 

Yes 

2. If not centralized, describe the 
business rules that are 
followed to facilitate PO 
creation. 

N/A  N/A 

3. What system is used to create 
a purchase order?  

Based on review of SAP, all 
procurement activity occurs in 
SAP SRM. 

Yes 

4. Is the purchase order tied to 
the request number?  

Based on review of SAP, 
purchase orders are tied to the 
request number. 

Yes 

5. Is the procurement system(s) 
integrated with a request 
system? 

Based on review of SAP, all 
procurement activity occurs in 
SAP SRM. 

Yes 

6. Are requests consolidated 
onto vendor specific POs?  

Based on review of SAP, vendor 
specific POs are consolidated. 

Yes 

7. How are POs communicated 
to the vendor?  

Vendors have an option of 
receiving purchase orders either 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

through email or fax.  

8. Are volume purchase 
agreements utilized?  

Based on interviews with ITS and 
review of the UDT contract, a 
volume purchase agreement is in 
place. UDT is an established 
vendor of HP products.  

Yes 

9. How many vendors are 
utilized across the 
organization for tracked 
assets?  

UDT is the primary vendor for 
purchasing devices for the digital 
curriculum initiative. 

Yes 

10. Does the organization utilize 
vendor scorecards? 

Traditional vendor scorecards are 
not used. However, ITS holds 
weekly meetings with UDT as a 
measure of tracking supplier 
performance.  

Yes 

11. If the asset management 
repository is not utilized for 
purchasing, how is 
purchasing information tied 
into the asset management 
repository? 

All information including purchase 
order number and date of 
purchase are imported into 
Archibus through a CSV file 
provided by UDT prior to delivery 
to the respective schools. 

Yes 

Objective: Determine the frequency 
of exceptions to the conduct of the 
asset management process.  

  

1. Are processes and 
procedures adhered to or are 
procurements made and 
assets managed outside of 
the process? 

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

2. When procedures deviate 
from the formalized standard, 
are the risks known and 
results tracked? 

Although policies and procedures 
exist for asset management in the 
district, the management of digital 
curriculum devices is not 
specifically addressed. The 
processes in place have not been 
formalized. 

No 

Objective: Discuss the receiving 
process currently utilized.  

  



Orange	County	Public	Schools	
Internal	Audit	of	IT	Asset	Management	

	

17	
	

Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

1. Is receiving centralized? All devices are sent to and 
received by UDT.  

Yes 

2. If not, how is the process 
facilitated?  

N/A N/A 

3. Do receiving technicians have 
an understanding of what is 
expected on a daily basis for 
delivery?  

The contract between OCPS and 
UDT contains specific instructions 
in which devices should be 
prepared for delivery to the 
respective schools. 

Yes 

4. Are advance ship notices 
provided by the vendor? How 
is this information updated in 
the purchasing and/or asset 
management system? 

During weekly meetings between 
UDT and ITS, UDT provides a 
status of all orders the district has 
placed. Information is not updated 
in Archibus at this time.  

Yes 

5. What percentage of total 
receipts for tracked assets are 
maverick (out-of-process) 
purchases?  

Out-of-process purchases do not 
occur for devices purchased as 
part of the digital curriculum 
initiative.  

No 

6. Is there a logical receipt of the 
assets within the procurement 
system? 

Goods receipts provided to OCPS 
by UDT are digitized and stored in 
SAP. 

Yes 

7. Is the receiving that 
technicians are completing 
linked to the PO? 

Receiving is linked to the 
purchase order. UDT verifies the 
total quantity received matches 
the quantity ordered. 

Yes 

8. How is software receiving 
completed?  

Software receiving is based on 
digital download. All software 
purchased for use by the district 
is based on a site license. 

Yes 

9. Once the physical receipt of 
an asset is completed, what is 
done with the equipment? 

After receipt of the devices, UDT 
images each device with an 
image provided by OCPS, etches 
the OCPS logo onto the back of 
the device, and scans each 
device into a spreadsheet. 

Yes 

10. Are serial numbers scanned 
as part of receiving? 

Serial numbers are scanned into 
the provided spreadsheet to 
OCPS. Serial numbers are 
included on the import into 

Yes 
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Audit Objective and Attribute(s) Attribute Comments Attribute or 
Document Present 

Archibus. 

11. Are tracked assets tagged 
prior to receipt? If not, are 
they tagged at the time of 
receipt?  

Asset tags are provided to UDT 
by OCPS and placed onto the 
device prior to delivery to the 
respective schools. 

Yes 

12. Is a hand-held solution 
currently utilized for scanning 
of serial numbers and/or 
asset tags?  

Generally, a wired hand-held 
scanner is used. This is 
performed in real time. Bulk or 
stored scans and uploads are not 
performed. 

Yes 

Objective: Discuss the 
invoicing/payment process. Obtain 
examples of invoices and purchase 
orders to understand how the two 
correlate.  

We examined PO # 4517025496.  

1. Is a three-way match 
completed between the 
shipping/bill of lading 
(physical receipt), PO and 
invoice? 

A three-way match is performed 
by UDT and again by ITS after 
delivery to the respective schools. 

Yes 

2. What controls exist for 
reconciling invoices against 
POs?  

Reconciling controls include 
specifically assigned UDT staff to 
receipt of purchases, one for one 
scan and cross checks performed 
by ITS staff. 

Yes 

3. Is the process manual or 
automated?  

Reconciling is manual process. Yes 

4. What tolerance for payment is 
used?  

Invoices are paid in full upon 
completion of the purchase order. 

Yes 

5. What percentages of 
payments are within the 
threshold? 

100% Yes 

Objective: Discuss how chargeback 
or billing occurs to end users, 
departments or cost centers. Obtain 
a copy of the PO to understand 
where information regarding 
chargeback or billing is stored. 

We examined PO # 4517025496.  

1. Are POs billed against cost 
centers or departments, if at 
all?  

Purchase orders are billed 
against departments. 

 Yes 
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2. Are budgets validated at the 
time of purchase to ensure 
that dollars exist? 

The budget is validated at the 
time of purchase. SAP has 
systematic controls in place to 
prevent orders being placed that 
exceed the established budget.  

Yes 

Objective: Discuss how software 
assets are deployed. 

  

1. Does delivery of software 
upgrades or new applications 
happen manually or through 
an automated software 
delivery tool? 

Microsoft SCCM is utilized to 
automate upgrades, applications 
and patches. 

Yes 

2. Determine if a definitive 
software license library exists. 

Site licenses are purchased from 
Microsoft and Adobe for use in 
the digital curriculum initiative. 

Yes 

3. What release versions are 
maintained for software in the 
library? 

N/A N/A 

4. Do users ever install software 
without supervision? Are user 
machines locked down? 

Students do not have 
administrative rights, however, 
ITS utilizes Microsoft SCCM to 
identify installed applications. In 
the event an inappropriate 
application has been installed, 
ITS can remotely uninstall the 
application and prevent its re-
installation.  

Staff have the ability to install 
software on their device. 
Microsoft SCCM will detect the 
new software which allows ITS to 
track software used throughout 
the district. 

Yes 

5. Is software ever deployed 
using media (example: CDs)?  

Software is not deployed using 
media. Software used as part of 
the digital curriculum is included 
in the base image deployed to 
devices.  

No 

6. What happens to the original 
media? 

N/A N/A 
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Objective: Discuss how hardware 
assets are deployed.  

  

1. Who is responsible for 
deploying new assets?  How 
is this process facilitated?  

UDT deploys each device to the 
respective schools at the request 
of ITS.  

Yes 

2. What systems are used as 
part of the deployment 
process (e.g., help desk, 
asset management, etc.)? 

The system in use in the 
deployment process is Archibus. 
After assets are imported into the 
repository, technicians perform a 
check in process to the school. As 
devices are provided to students, 
the technician checks the device 
out to the respective student. 

Yes 

3. What information about 
deployed assets is captured? 
Where is the information 
captured?  

UDT captures the device model, 
serial number, and device name. 
Device naming follows the 
naming convention established by 
ITS. Information is captured in 
Archibus and Microsoft SCCM. 

Yes 

4. Are metrics associated to 
deployment?  

Metrics associated with the 
deployment are based on student 
population. Additionally, ITS 
works to meet a 2% surplus at 
each school location. 

Yes 

5. Is a third party utilized to 
deploy assets? 

OCPS has contracted with UDT 
to handle all deployment to the 
respective schools. 

Yes 

Objective: Review the policies and 
procedures relating to movement of 
assets between 
regions/divisions/departments. 
Assess and report on the adequacy 
of these procedures as well as the 
adequacy of reporting of these 
movements and updating the 
hardware register. 

  

1. How are changes to tools 
managed within the 
environment (e.g., upgrades, 
replacements, etc.)? 

There are informal procedures in 
place for managing devices that 
are part of the digital curriculum 
initiative. 

No 
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2. How are updates made to the 
asset repository in the 
instance of an IMAC event or 
retirement? 

Technicians follow an informal 
process of checking in and out 
devices in Archibus. This process 
is followed in the event the device 
leaves one location to go to 
another. 

No 

Objective: Review the process of 
company assets being adequately 
identified for inventory purposes. 

  

Objective: Establish responsibility for 
keeping log of inventory numbers. 

  

Objective: Establish how inventory 
numbers are allocated (e.g., manual 
or electronic). 

  

Objective: Establish who has 
responsibility for ensuring that 
inventory for hardware is conducted 
on a timely basis. 

  

Objective: Discuss the process for 
monitoring assets within the 
environment and any monitoring tools 
that are used. 

  

1. How are assets that are 
removed from the network 
managed?  

When assets are removed from 
the school, UDT or ITS, the 
location is updated in Archibus.  

Yes 

2. Are network systems or tools 
in place to monitor assets?  

Microsoft SCCM is used as a 
mobile device management 
solution for the digital curriculum 
initiative. 

Yes 

3. How are unexpected changes 
to assets in the environment 
handled?  

In the event that an asset has not 
been detected by Microsoft 
SCCM, a report is generated and 
sent to the technician at the 
school. The technician along with 
school employees work to locate 
the device. 

Yes 

4. Are metrics regarding 
downtime recorded?  

If a device requires service that 
cannot be completed by 
technician at the school location, 
the technician submits a ticket in 
Repair Depot to be picked up by 
UDT for further troubleshooting. 

Yes 
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Repair Depot tracks the total time 
the device is away from the 
school. ITS monitors the total 
away time on a daily basis. 

5. How many thefts and/or lost 
assets were reported in the 
last 12 months? 

Based on discussion with ITS and 
review of the end of year 
inventory report, theft and/or lost 
assets have been approximately 
1%. This is verified by inventory 
reconciliation which occurred at 
the end of the 2016-2017 school 
year. (See Attachment 2) 

Yes 

6. Does each “asset master 
record” include insurance 
information, warranty 
information, maintenance 
schedules and/or leasing 
information? 

Warranty information is captured 
in Archbius. Warranty time frames 
are determined by the purchase 
date. 

Yes 

7. Test the selected capital 
assets from Number 1 above 
for:  
a. Insurance information  
b. Warranty information 
c. Maintenance schedules 

and/or leasing information 

Based on review of Archbius, 
warranty information was 
reviewed for devices purchased 
as part of Cohort 4. 

Yes 

8. Is a business continuity plan 
in place? If so, is enough 
information available about 
critical assets to duplicate the 
asset in the case of a disaster 
or contingency planning?  

Based on discussions with ITS 
and review of the business 
continuity plan, the digital 
curriculum initiative is included as 
part of the business continuity 
plan. 

Yes 

Objective: Review the link between 
asset reliability and continued 
procurement.  

  

1. Are there specific products 
with unreliable histories yet 
the firm continues to renew 
purchase/license 
agreements? 

ITS works with Teaching and 
Learning to review devices prior 
to purchasing to ensure each is 
durable and reliable.  

No 

Objective: Determine whether 
"pockets" of technology have 
emerged in user organizations that 
do not conform to the prescribed IT 
architecture. 
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1. Are these exceptions to the 
established policy?  

Based on discussions with ITS, 
there have been no exceptions. 

Yes 

2. Are they included in the asset 
management inventory? 

N/A N/A 

Objective: Licensing: Installation & 
Usage: Discuss the process to 
manage software licenses.  

  

1. What is the process for 
managing software licenses?  

UDT is an authorized vendor for 
software used by the school 
district. Software licenses are 
requisitioned through SAP in the 
same manner as device orders 
are placed.  

Yes 

2. Do different 
processes/procedures exist 
for managing different types 
of software license 
agreements?  

The procedures for managing 
software licensing are the same 
for all used by the district. 

Yes 

3. Where is the information 
about software 
license/contract data tracked?  

Software licenses are managed 
and maintained on the respective 
software management consoles. 

Yes 

4. Where is the information 
regarding intended 
deployment tracked?  

Software deployment is tracked 
via Microsoft SCCM. 

Yes 

5. Where is the information 
regarding actual usage 
tracked?  

Actual licenses usage is tracked 
via the respective software 
management consoles. 

Yes 

6. Who is responsible for 
tracking software licenses?  

Software licenses are tracked by 
members of the Digital Curriculum 
Technology group. 

Yes 

7. Where are certificates of 
authenticity stored?  

Certificates of authenticity are not 
associated with software provided 
in the form of a site license.  

N/A 

Objective: Determine what vehicles 
are used for measuring concurrent 
licensing usage in the environment.  

  

1. To what degree are 
application controls, 
measures, metrics, 
benchmarks, repositories or 
other vehicles used to track 
performance? 

Software deployment is tracked 
by Microsoft SCCM. ITS has the 
ability to check deployment status 
at any point. 

Yes 
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Objective: Discuss the process by 
which licensing and vendor 
agreements are monitored to ensure 
compliance.  

  

1. Are desktop and laptop 
configurations monitored for 
unsupported software?  

ITS utilizes Microsoft SCCM to 
monitor deployed software. At any 
point, ITS can query devices to 
view installed software. In the 
event software should be 
removed this can be performed 
remotely. 

Yes 

2. Is software purchase 
information, deployment data 
and usage information 
reconciled?  

Reconciliation of software 
licenses are not necessary as the 
district purchases site licenses. 

Yes 

3. Are there excessive numbers 
of software versions installed 
that could increase overall 
support and license costs? 

Software version are controlled by 
Microsoft SCCM. This is an 
automated process which 
monitors software version and 
provides updated version 
automatically. 

Yes 

4. Has the organization 
encountered any compliance 
issues by a third party?  

Based on discussions with ITS, 
there have been no compliance 
issues with software vendors. 

No 

5. Do you believe that you have 
overbought or underbought 
with regards to licensure?  

The district purchases licenses 
based on a site or enterprise 
licensing agreement with the 
vendor. This alleviates any issues 
of over or under buying licenses 
for software. 

No 

6. What means of 
communication is used to 
make employees aware of 
software copyright 
compliance? Is supporting 
evidence retained to verify 
notification? 

Software copyright compliance is 
included as part of both employee 
and student acceptable usage 
policies. Employees and students 
are required to acknowledge the 
policies in place. 

Yes 

Objective: Discuss the means used 
by the client to support the validity of 
licensing agreements for all approved 
software products. 

  

1. Does the organization have 
tools that perform periodic 

ITS utilizes Microsoft SCCM to 
monitor deployed software. At any 

Yes 
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reviews of software for 
compliance with licensing 
agreements? 

point, ITS can query devices to 
view installed software. In the 
event software should be 
removed this can be performed 
remotely. 

2. Is there a means for 
monitoring real-time 
concurrent license usage? 

Real-time licenses usage is 
tracked via the respective 
software management consoles. 

Yes 

Objective: Discuss the use or 
existence of a central software 
license library. 

  

1. What is the process for 
restoring the configuration to 
desktops if there is a problem 
with the hardware? 

ITS maintains specific images for 
each device in the digital 
curriculum initiative. In the event 
that restoration of the operating 
system and application software 
is required, the image can be 
restored. 

Yes 

Objective: Discuss the process for 
negotiating, managing and 
terminating hardware maintenance 
agreements. 

  

1. How are assets 
associated/disassociated 
to/from hardware contracts? 

Based on review of the service 
contract for UDT, all devices 
under warranty are included in the 
contract. If the device is out of 
warranty, A1 Assets has been 
contracted to service and repair 
affected devices. 

Yes 

2. How do contract 
management/legal and asset 
management communicate 
changes in contract terms and 
conditions or asset changes?  

Based on discussions, the 
procurement department and the 
asset manager discuss any 
necessary changes in contract 
provisions or conditions prior to 
renewing.  

Yes 

3. What data elements are 
managed for contracts?  

Data elements for UDT and A1 
Assets include the total time of 
repair and time it takes for the 
device to be placed back in 
service. In addition, data 

Yes 
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elements for purchases through 
UDT include the total time taken 
for the devices to be prepared for 
deployment to the respective 
schools. Further, each contract 
dictates certified technicians be 
dedicated to the school district. 

4. Where are contracts stored 
physically and electronically?  

Contracts are maintained in both 
physical and electronic forms. 

Yes 

Objective: Discuss how outsourcing 
is utilized by the organization, if 
applicable. 

  

1. What functions are fully 
outsourced? 

All repair including in warranty 
and out of warranty service is 
outsourced to UDT and A1 
Assets. If a device is in warranty, 
service and repair is managed by 
UDT. Out of warranty repairs and 
service are managed by A1 
Assets. 

Yes 

2. What functions are partially 
outsourced?  

There are no partially outsourced 
functions. 

Yes 

3. For outsourced opportunities, 
who owns the technology that 
is utilized? 

Based on review of the service 
contract, OCPS owns the 
technology utilized during service 
or repair. 

Yes 

4. How is the outsourcer 
contract managed?  

Based on interviews with ITS and 
review of the service contract, 
weekly meetings with UDT are 
held to discuss device repair 
times and status. Additionally, 
order status and deployment 
stages are discussed.  

Yes 

5. Are there mechanisms in 
place to measure the 
outsource relationship? 

OCPS uses an in-house 
developed ticketing system, 
Repair Depot. This system 
provides a way to track and 
measure repair times. 

Yes 

6. Is the internal support staff 
certified by the outsourcer to 

ITS staff do not perform repair 
activities outside of general 

Yes 
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perform break/fix activities? troubleshooting. If physical 
damage has occurred to a device 
and in warranty, repairs are 
handled by UDT. Out of warranty 
repairs are handled by A1 Assets. 

Objective: Discuss how third-party 
agreements are negotiated and 
review any associated 
documentation.  

  

1. What information regarding 
existing agreements is 
leveraged?  

Based on review of the service 
contracts, the contact is valid for 5 
years. ITS will leverage service 
level metrics gathered from 
Report Depot. 

Yes 

2. For vendors with a history, 
are SLAs and performance 
metrics utilized to determine 
ongoing terms and 
conditions? 

Based on review of the service 
contracts, the contact is valid for 5 
years. ITS tracks deployment and 
service times as a method of 
measuring service levels. 

Yes 

Objective: Request and review 
service level agreements to 
understand how performance 
expectations are measured, 
communicated and used in IT 
management processes. 

  

Objective: Determine what SLAs are 
in place to monitor maintenance 
performed by internal staff or 
outsourced to third parties. 

  

1. Are there SLAs by which to 
measure performance of 
internal staff or third-party 
vendors?  

ITS tracks deployment and 
service times as a method of 
measuring service levels for UDT 
and A1 Assets. 

Yes 

2. Are they specific in the 
metrics to be measured?  

The service contract does not 
specifically state the metric in 
which the vendor will be 
measured. The service contract 
dictates service times will be 
within reasonable time frames. 

Yes 

3. Are third-party vendors 
managed on the basis of 
SLAs? 

Third party vendors are managed 
under service contracts. 

Yes 
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4. Are contracts reviewed to 
ensure that SLAs are 
included? 

Service level agreements are 
included in the service contracts. 

Yes 

Objective: Discuss what information 
is retained through a problem 
management solution that provides 
SLA conformance history information 
on a given vendor and whether 
vendor performance is reviewed 
upon contract renewal. 

  

Objective: Discuss how contracts 
are periodically analyzed and how 
the renewal process occurs.  

  

1. Are contract end dates 
electronically communicated? 

Third party vendors receive an 
email from Procurement notifying 
them of the contract end date.  

Yes 

2. Are monitoring mechanisms 
implemented in the instance 
that an asset is disposed of or 
out of service to notify 
contract management?  

ITS monitors the status of the 
device warranties and function. 
This information is communicated 
to UDT as applicable. 

Yes 

3. Do multiple contracts exist for 
similar services that can be 
consolidated?  

Multiple contracts do not exist for 
similar services. 

Yes 

4. What percentages of assets 
are not under warranty or 
maintenance coverage that 
requires coverage? 

Less than 10% of devices in the 
digital curriculum are out of 
warranty. Those devices out of 
warranty are primarily limited to 
Cohort 1. 

Yes 

Objective: Discuss the process for 
employee or contractor termination, 
specifically.  

  

1. How are assets that were 
used by the employee or 
contractor identified and 
collected at the time of 
termination? 

When a student either leaves the 
school system or changes 
schools, the technician at the 
current location checks in the 
device in Archibus as being at the 
school location. 

Yes 

2. Are employees/contractors 
financially/legally held 
accountable for equipment 
that is not returned?  

The student or family is held liable 
for the device not being returned. 
However, ultimate liability is 
placed on the district. 

Yes 
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3. How is the asset 
management group notified of 
an employee/contractor 
termination?  

The school office notifies the 
assigned technician of a student 
leaving. The technician checks in 
the device in Archibus. ITS 
monitors overall inventory of 
devices via Archibus. 

Yes 

4. Is the process of notification 
timely?  

Notification time frames appear 
reasonable. 

Yes 

5. What process is implemented 
to facilitate updates to 
systems of record regarding 
the departure?  

The school office notifies the 
assigned technician of a student 
leaving. The technician checks in 
the device in Archibus. ITS 
monitors overall inventory of 
devices via Archibus. 

Yes 

6. Does the process incorporate 
HR and the legal department 
in regards to notification and 
adherence to their data 
retention standards? 

N/A N/A 

Objective: Obtain documentation 
that supports the IT asset refresh 
cycle as it pertains to assets that are 
at the end of their intended lifecycle.  

  

1. Validate that procedures exist 
that mandate proper 
authorization for purchases 
for refresh. 

Based on interviews with ITS, 
devices that are part of the 
initiative have not gone through a 
refresh as of yet. Current devices 
will be kept in service as long as 
economically possible. Once it is 
no longer economically feasible to 
maintain current devices in 
service, ITS will follow the same 
procedures followed for 
purchasing devices for new 
cohorts.  

Yes 

Objective: Review the policies for 
reporting hardware that is:  

  

1. Retired There are informal procedures in 
place. Devices which are deemed 
unfixable or economically 
unreasonable to fix are sent to the 

No 
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Surplus Warehouse to be 
disposed. 

2. Stolen  There are informal procedures in 
place. When a device is 
determined as missing school 
officials investigate the matter at 
the school. Absolute software is 
included on each device as a 
tracking tool. OCPS Police 
Officers are notified to further 
pursue locating the device. 

No 

3. Lost There are informal procedures in 
place. When a device is 
determined as missing school 
officials investigate the matter at 
the school. Absolute software is 
included on each device as a 
tracking tool. OCPS Police 
Officers are notified to further 
pursue locating the device. 

No 

Objective: Review a sample of 
retired hardware assets and perform 
the following tests:  

  

1. Assess whether the assets’ 
retirement was properly 
approved and whether this 
was done on a timely basis. 

Based on review of Repair Depot 
and Archibus, it appears as 
though asset retirement approval 
is timely. 

Yes 

2. Establish whether record of 
the assets retired was 
properly removed from the 
general ledger and FAS (if no 
longer in use). 

The device status is updated in 
Archibus. Property Accounting 
relies on Archbius reporting to 
update SAP.  

Yes 

3. Check whether any applicable 
gains and losses were 
recognized and reported on a 
timely basis. 

Gains and losses are not tracked 
for devices in the digital 
curriculum as they are less than 
$1000. 

Yes 

4. Ensure that only specific 
employee/employees have 
access to the asset records 
for performing the asset 
retirement function. 

Based on review of Archibus, 
access is adequately limited. 

Yes 
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5. Validate that software 
licenses associated with 
hardware assets are 
recouped. 

Software licenses are not 
associated specifically to the 
devices. The district purchases 
site licensing for deployed 
software. 

Yes 

Objective: Determine whether the 
company has adequate and effective 
disposal policies and procedures, 
which will aid in maintaining accurate 
hardware records.  

  

1. Does the company obtain 
death certificates upon 
disposal? 

UNICOR Electronics Recycling 
provides OCPS with a death 
certificate of all disposed 
equipment which contain a 
storage medium. 

Yes 

2. How is the disposal of 
peripherals (mouse, 
keyboard) handled? Bulk 
bins? 

Peripheral devices are retained 
by OCPS’s Surplus Warehouse 
and sold to the general public. 

Yes 

	
	

	

	

	

	

	

	

	

	

	

	

	

	

	



Orange	County	Public	Schools	
Internal	Audit	of	IT	Asset	Management	

	

32	
	

	

Attachment	1a	
	

	



Orange	County	Public	Schools	
Internal	Audit	of	IT	Asset	Management	

	

33	
	

Attachment	1b	
	



Orange	County	Public	Schools	
Internal	Audit	of	IT	Asset	Management	

	

34	
	

Attachment	2	
	

	





 

1 
OCPS0274Int 

AUDIT RESPONSE MATRIX                                                                                                 FISCAL PERIOD OR AUDIT DATE: AUGUST 1, 2017 

  
Department / School Name ITS – Asset Management 
Administrator / Department Head Marty Gang/Jim Pulliam 
Cabinet Official / Area Superintendent Jim Pulliam, Chief Information Officer 

 
 
 

Exception Noted 
(Finding / recommendation) 

Management Response 
(Corrective Action) 

Responsible Person 
(Name & Title) 

Expected Outcome & Completion Date    
What is the evidence of the corrective 

action? 
What is?  What should be? 

 
What needs to be done? 

 
Who needs to do it? When will the action be completed? 

(MM/YYYY) 
Finding 1.3 Goals of the asset 
management group in relation to the IT 
organization’s strategy are not formally 
published.  
 
Recommendation: goals should be 
formally published. 

Goals will be published 
and updated in timely 
fashion. 

Martin Gang, Senior 
Director Operations, 
ITS 

 

08/2018 

Finding 3.1 Asset management processes, 
standards and policies not formally 
documented. 
 
 
Finding 3.2 Policies and procedures clearly 
defined and understood by the 
organization. 
 
 
Finding 3.3 Processes for all stages of the 
asset lifecycle from planning through 
retirement. 

Policies and procedures for 
asset management in the 
district are in place and will 
be formally documented.  
 
Policies and procedures will 
be formally documented.  
 
 
 
Policies and procedures for 
asset management will be 
formally documented. 
 
 

Martin Gang, Senior 
Director Operations, 
ITS 
 
 
 
 
 
 
 
 
 
 
 
 

07/2018 
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Finding 3.4 Physical, financial and 
contractual aspect of asset management 
being account it for. 
 
 
Finding 3.5 Enforcement of policy and 
procedures. 
 
 
 
 
Finding 3.6 Policies and Procedure specific 
to individuals or groups. 
 
 
Finding 3.7 how often policies and 
procedures are reviewed. 
 
Recommendation: Policies and 
Procedures should be formally 
Documented. 

The management of digital 
curriculum devices will be 
addressed and processes 
will be formalized.  
 
Process in place will be 
formalized and 
management will be able 
to enforce a define 
standard. 
 
Policies and procedures will 
be formally documented.  
 
 
Policies and procedures will 
be formally documented 
and reviewed yearly.  
 

 
 

Finding 11.1 Any procurements made 
and assets managed outside of the 
process.  
 
Finding 11.2 Known risks and tracking 
results from procedures that deviate 
from the formalized standard. 
 
Recommendations: Policies and 
Procedures should be formally 
documented. 

Policies and procedures for 
asset management will be 
formally documented. 
 

Martin Gang, Senior 
Director Operations, 
ITS 
 

01/2018 
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Finding 17.1 Assessing and reporting of 
changes to tools managed within the 
environment such as upgrades, 
replacements etc.  
  
 
Finding 17.2 Updates made to the asset 
repository in the instance of an IMAC 
event or retirement. 
 
Recommendations: Policies and 
Procedures should be formally 
documented. 

Process of managing 
devices that are part of 
the digital curriculum 
initiative will be 
formalized. 
 
Process of checking in and 
out devices in the event 
the device leaves one 
location to another will be 
formally documented. 

Martin Gang, Senior 
Director Operations, 
ITS 
 

08/2018 

Finding 39.1-3 Reporting retired, stolen 
and lost devices. 
  
 
Recommendations: Policies and 
Procedures on retired, stolen and lost 
devices should be formalized and 
documented. 
 

Process of retired, stolen 
and lost devices will be 
formally documented. 

Martin Gang, Senior 
Director Operations, 
ITS 
 

08/2018 
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