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BACKGROUND 
 

The District’s enterprise controls include the set of policies, procedures, techniques, methods and 
practices to manage and control its business operations and resultant risks. 

Within this enterprise controls framework, Information Technology controls (or IT controls) are specific 
actions, usually specified by policies, procedures, practices, etc. performed by persons, hardware or 
software with the main objective to ensure that division priorities /business objectives are met. 

The overall aim of IT internal controls (commonly described in two categories as: IT general controls and 
IT application controls) relates to secure processing, confidentiality, integrity and availability of data and 
overall management of the IT function of the District. At OCPS, the IT function is managed by the 
Information Communication Technology Services (ICTS) department; an over 250 workforce. 

Thus, it is appropriate to consider the ICTS controls environment (with its associated multi-functional IT 
systems and related governance, administrative and infrastructural components) as key contributing 
factors to the OCPS enterprise controls framework – enabling, facilitating and supporting the data-driven 
strategic orientation of the District.  

OBJECTIVES, SCOPE AND METHODOLOGY 

OBJECTIVES 
 
The overall objective of this audit was to develop a baseline assurance that IT controls are reliable, 
efficient and effective. We obtained the objective by: 
 

 Reviewing relevant information to conclude whether ICTS management has applied suitable 
sets of controls or taken appropriate action by implementing compensating controls 
towards the sustainment and continuous improvement of the resilience of the District’s 
technology controls environment; 

 
 Affirming whether IT-specific and cross-functional-dependent controls are monitored and 

reviewed with continuous diligence - as neglected and unimproved controls deteriorate 
over time; 
 

 Providing continuous improvement support as a monitoring partner (by using the value of 
this controls audit) – to help improve ICTS's departmental risk position in evaluating and 
managing risks through the implementation of mature controls. 

 

SCOPE 
 
This audit addressed the IT controls development life-cycle in the design, implementation, operational 
effectiveness and monitoring of strategic and operational controls (both manual and automated). To 
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establish the existence of fundamental IT controls and evaluate controls of application systems 
development, networks and infrastructure, the following areas were covered:  
 

 IT organization:  to determine the quality and effectiveness of the organization’s management of 
information technology;  

 IT administration:  to determine the quality and effectiveness of the organization’s administrative 
support of information technology; 

 Enterprise Architecture:  to determine the existence of an enabling environment for the 
implementation of an ICTS governance framework and IT /District strategy alignment and the 
effectiveness of continuous support of the critical business functions by IT systems and 
infrastructure; 

 IT strategy:  to determine the quality and effectiveness of the organization’s strategic support of 
information technology; 

 Systems development and maintenance:  to determine the quality and effectiveness of the 
organization’s application systems development process in designing, developing and deploying 
information systems; 

 IT security:  to determine the quality and effectiveness of the organization’s IT security policies, 
procedures and practices in designing, developing and deploying information systems and 
services; 

 Data center operational and support services:  to determine the quality and effectiveness of the 
organization’s data center operations, and policies, procedures and practices used in running 
information systems and services; 

For validation purposes, we also noted how the controls presented have been used in actual practice. 
 
In-Scope Exceptions 
 
This audit did not include an in-depth controls review of specific IT application systems. However, we 
obtained a general understanding of generic application controls from checklist feedback received from 
ICTS. 
 
Some aspects of the audit findings and recommendations process, specifically - titles of applications, 
operational data as well as sensitive areas of the computing environment and other characteristics have 
been withheld for confidentiality and privacy reasons. This information was shared separately with ICTS 
management. 
 

METHODOLOGY 
 
This audit process was based on a risk-control-oriented approach and was conducted in accordance with 
the International Standards for the Professional Practice of Internal Auditing (IPPF) of the Institute of 
Internal Auditors and standards and guidelines of ISACA’s Information Technology Assurance Framework 
(ITAF), including applicable contributing procedures as deemed necessary to accomplish audit objectives.  
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Internal Auditing is an independent, objective assurance and consulting activity designed to add value and 
improve an organization’s operations. It helps an organization accomplish its objectives by bringing a 
systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, 
and governance processes.  
 
We are required to note any material deficiencies in accordance with Florida Statutes, School Board Policy 
and sound business practices. We also offer suggestions to improve controls or operational efficiency and 
effectiveness. 

CONTROLS REVIEW 
 
A total of 169 control queries (to determine the existence or non-existence or adequacy of various 
categories of control areas) were addressed in this audit by ICTS. 
 
From the responses to these queries we developed 32 findings and recommendations. These are 
presented in summary form in two charts which follow – the first by risk category and the second by the 
impacted district goals. Detailed descriptions and evaluations of each finding, along with 
recommendations are in the Appendix to this report.  
 

 
Figure 1 - Chart representing relationship between queries and findings 
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32 
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Controls Prioritization 
 
Control findings were categorized as high, moderate or low based on the degree of risk in the absence of 
mitigating controls. 
 
A summary of those categorized findings is shown in the chart on the next page. The 32 findings are 
categorized by degree of risk with both the number of findings and the percentage of total findings shown 
for each risk category. 
 
 

 
Figure 2 - Chart representing categorized priorities 

 
‘High’ priority means that these recommendations should be considered first for implementation, 
because their impact level is deemed to be of the highest importance to the specific IT operations.  
 
‘Moderate’ priority denotes that these may be examined for implementation next, as their impact level 
may be important, but not as important as the impact level of ‘High’ priority recommendations.   
 
‘Low’ priority does not mean that these should be disregarded altogether, but may be implemented, as 
the last step. 
  

25
78%

6
19%

1
3%

Control Priorities by Category

High

Moderate

Low



           Internal Audit Department 
           IT Internal Controls  Audit – November 2015 

7 

 

Controls vs Goals Implications 
 
To determine the specific strategic goals of the District that may be negatively impacted by the detected 
weak control practices, we aligned the affected goals with the respective findings and recommendations. 
 
The predominant impacted goals (three out of the five District goals) are represented below. The total 
adds to more than the 32 findings because some affect more than one goal: 
 
 

 
 
Figure 3 - Chart representing impacted goals 

 
Controls Maturity Levels 
 
As an indication of the district’s overall internal control condition and effectiveness, we used aspects of 
ISACA’s Maturity Model for Internal Controls to present an objective assessment and to understand how 
the District’s IT internal controls condition and performance compares to leading practices and to set a 
baseline guide for improvements. (cf. excerpt on - The IT Assurance Guide Using COBIT, Appendix VII—
Maturity Model for Internal Control) 
 
This maturity measure provides a model to aid in determining the current status of the internal control 
environment and the practices of internal controls in the ICTS department. It is based on a method of 
evaluating control functions by rating maturity levels from nonexistent (0) to optimized (5).  
 

High-Performing and 
Dedicated Team

8, 15%

Safe Learning and 
Working Environment

14, 26%
Efficient Operations

32, 59%

Impacted Goals

High-Performing and Dedicated Team Safe Learning and Working Environment Efficient Operations

http://collaboration.ocps.net/team/intaudit/IA_worksite/WorkPapers%20Review/IT%20Internal%20Controls/IA%20References/Excerpt%20on%20ITGI_IT-Assurance-Guide-Research.pdf
http://collaboration.ocps.net/team/intaudit/IA_worksite/WorkPapers%20Review/IT%20Internal%20Controls/IA%20References/Excerpt%20on%20ITGI_IT-Assurance-Guide-Research.pdf
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This is a convenient approach to show how the management of internal controls could develop from an 
ad hoc to an optimized level. It provides a high-level calibration guide to develop a vision of desired 
controls profile, and awareness to help position the ICTS department on a progressive controls maturity 
scale. 
 
This is captured in a visual representation on the check-listed controls with aggregated maturity levels of 
the seven control areas that were reviewed - applying the adapted maturity scoring model, as below: 
 
 
 

 
Figure 4 - Chart representing controls maturity levels 
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Maturity Level Status of the Internal Control Environment 

5 
Optimized 

 

 An enterprise-wide risk and control program provides continuous and effective control 
and risk issues resolution 

 Internal control and risk management are integrated with enterprise practices, 
supported with automated real-time monitoring with full accountability for control 
monitoring, risk management and compliance enforcement 

 Control evaluation is continuous, based on self-assessments and gap and root cause 
analyses 

 Employees are proactively involved in control improvements 
 

4 
Managed and 

Measurable 

 

 There is an effective internal control and risk management environment 

 A formal, documented evaluation of controls occurs frequently 

 Many controls are automated and regularly reviewed 

 Management is likely to detect most control issues, but not all issues are routinely 
identified 

 There is consistent follow-up to address identified control weaknesses 

 A limited, tactical use of technology is applied to automate controls 
 

3 
Defined 

 

 Controls are in place and adequately documented 

 Operating effectiveness is evaluated on a periodic basis and there is an average number 
of issues 

 Evaluation process is not documented 

 Management is able to deal predictably with most control issues, but some control 
weaknesses persist and impacts could still be severe 

 Employees are aware of their responsibilities for control 
 

2 
Repeatable but 

Intuitive 

 

 Controls are in place but are not documented 

 Their operation is dependent on the knowledge and motivation of individuals 

 Effectiveness is not adequately evaluated 

 Many control weaknesses exist and are not adequately addressed; the impact can be 
severe 

 Management actions to resolve control issues are not prioritized or consistent 

 Employees may not be aware of their responsibilities 
 

1 
Initial /Ad-hoc 

 

 Some recognition of the need for internal control 

 Approach to risk and control requirements is ad hoc and disorganized, without 
communication or monitoring 

 Deficiencies are not identified 

 Employees are not aware of their responsibilities 
 

0 
Non-existent 

 

 No recognition of the need for internal control 

 Control is not part of the organization’s culture or mission 

 High risk of control deficiencies and incidents 
 

Figure 5 - Table representing adapted Maturity Model for Internal Controls 
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CATEGORIES | FINDINGS / RELATED DISTRICT GOAL(S) 
 

 CONTROL CATEGORIES and FINDINGS 

Organizational Administrative Enterprise Architecture Strategic Systems Development Security Data Center Operations 

MATURITY LEVEL 2 2 1 2 2 2 3 

        

High Priority 
 
There were 25 audit 
findings and 
recommendations of 
‘High’ priority.  
 
Each 
recommendation 
numberX correlates 
to recommendation 
number identified in 
‘Detailed Analysis’ 
portion of report. 

1IT Scope of Services (such as a 
Services Catalog) are not defined 

5Not all IT purchases are 
effected according to the IT 
budget 

18There is no established 
Enterprise Architecture (EA) 
framework management 
program 

19There has been no risks 
assessment of IT partners 
/suppliers 

23Records of system 
development products are 
not consistent 

25There is no data ownership 
policy 

30No record is maintained of 
all data center visitors 

2There is no formal, written 
Maintenance Policy 

6There are no enterprise 
Customer /Service Level 
Agreements 

20There is no current ICTS 
skills bank 
(cf: Ar#s_17; 21-22) 

24Systems documentation is 
not well maintained 

26There is no centralized 
system password 
management system 

31RBELC Data center staff are 
not trained to use fire-
fighting equipment 

3Change Control Procedures are not 
adhered to in all cases 

7There is no Customer List 
for those serviced by ICTS  

21There has not been an 
analysis performed to 
determine relevant IT skills 
and gaps 

(cf: Ar#s_17; 20; 22) 

27There is no alternate 
password bank 

4There is no established monitoring 
and evaluation function for IT 
controls environment 

14There were no copyright 
protection notices on public-
facing websites ---RESOLVED 
(www.ocps.net, etc.) 

22There has not been a cost-
benefit analysis on in-
sourcing versus outsourcing 
IT skills 

(cf: Ar#s_17; 20-21) 

28Training for security 
administration personnel 
should be improved 

15There are no documented 
standards and procedures 
covering critical IT functions 

29Service providers not 
required to submit Service 
Organization Controls-2 /3 
(SOC-2 /3) reports 16Standards on system 

development require all 
aspects of development 
17The Training Plan for ICTS 
staff is outdated 
(cf: Ar#s_20-22) 

 

Moderate Priority 
 
There were 6 audit 
findings and 
recommendations of 
‘Moderate’ priority. 

 8There is no Software License 
Management Policy 

    32There has not been a 
periodic / consistent internal 
risk analysis of major 
business disruptions 

9There is no Software License 
Inventory Process 
10There is no Software 
License Monitoring Process 
11There is no statement 
enforcing that property 
rights of all work of 
developers / programmers 
belong to OCPS 
12There is no clause in IT staff 
employment contracts 
regarding the issue of 
intellectual property rights 

 

Low Priority 
 
There was 1 audit 
finding and 
recommendation of 
‘Low’ priority. 

 13There is no ownership list 
of site and content material 
for official website 
(www.ocps.net) 

     

 

Related Goals 
Legend 

                                                               Efficient Operations                                                                        High-Performing Team                                                                Safe Learning Environ 

Figure 6 - Findings by Control Area, Priority and Related District Goals 
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CONCLUSIONS AND NEXT STEPS 
 

ICTS management should develop an environment where internal controls thrive in order to ensure the 
safe and secure operation of information systems, secure processing, confidentiality, integrity and 
availability of data and the protection from harm or other potential damage of the District’s services and 
technology assets maintained by these systems.  

This can be achieved by establishing and enforcing standards, policies, procedures, practices, methods, 
techniques and technological measures - collectively recognized as  ‘controls’ - to mitigate existing or 
emerging risks, and proactively exploit strategic /operational opportunities as and when they evolve. 

For coordinated resilience, all such controls should operate within the enterprise-wide framework of 
corporate governance (in this case, the District) by developing and implementing an overall internal 
controls system solution. This is in line with the current annual enterprise risk management effort. 

To demonstrate that systems of control should be cohesively robust, reliable and effective, we have 
shown a perspective view in the diagram below – to be considered as the building blocks of our controls 
framework. This provides a simplistic illustration of how information technology controls (included in one 
of several departments) enable and support management (at all levels), in their efforts to achieve the 
strategic and operational goals of the District delivered through ICTS’s technological platform. 

 

The Controls Framework

The District controls denote the set of 
policies, procedures, techniques, 
methods and practices to manage and 
control its business operations.

Within the District controls framework, IT controls are specified by policies, 
procedures, practices, etc.; and performed by designated personnel, 
infrastructure or applications - with the main objective to ensure that specific 
business objectives are met.

Represents layers of other 
divisional registers

Represents layers of other 
departmental /BU registers

 
Figure 7 – Fusion of District Internal Controls Environment with ICTS Controls from a risk-based perspective 
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From this perspective, the IT internal controls aim to enable, facilitate and support the information assets 
and knowledge management framework of the District, as the ICTS systems and related organizational, 
administrative and infrastructural components (databases, data warehouses, network operations, 
knowledge acquisition, collaboration and analysis tools, etc.) are the main contributing factors to this 
framework; supporting the District in developing ‘intense focus on student achievement’. 

This development of a comprehensive controls framework should be driving ICTS’s controls compliance 
activities. In light of this, the IT internal controls review may be deemed as the initial supporting structure 
that has to be erected for the creation and deployment of a knowledge management framework for better 
operation of the District’s information base. 

We observed that ICTS lacks a coordinated enterprise strategy for policy and procedure development, 
maintenance, communication, attestation, and training. To enforce this, the department must be able to 
show a detailed tracking history of what policy is in effect, how it is communicated, who read /is trained 
on it, who attests to it, what exceptions are/may be granted, and how policy violation and resolution will 
be monitored and managed.  

Towards this direction and based on the predominant gaps and omissions found during the controls 
assessment we provide the following concluding review statements for implementing and improving ICTS 
controls in a more persistent approach and operating them with continuous diligence: 

 Standards, Policies, Procedures & Practices: These are critical to ICTS in particular (and the District in 
general) - as they establish boundaries of behavior for individuals /teams, processes, relationships, 
and operational transactions. When properly managed, communicated, and enforced - they support 
the foundation of the Governance, Risk and Compliance (GRC) concept by: 

 Providing a framework of governance:  to paint a picture of behavior, values and ethics that define 
the culture and expected behavior of the entity without which there are no consistent rules and 
the department goes in every direction. 

 Identifying and treating risk: their existence means potential risks may be identified and, if 
significant enough to induce formal policies, written with associated controls to manage those 
risks. 

 Defining compliance: as the leading element, policies document compliance in how the 
department meets legal requirements and obligations from regulators, contracts, and operational 
commitments. 

In this context, the ICTS department is encountering the following issues: 

 Procedures labelled as ‘unratified’ policies and documents managed in the collaboration portal 
with no tracking of revision /change log activities 

 IT-related Management Directives – classified as ‘Procedures’? 
 Lack of a centralized inventory of all ICTS department policies and procedures 
 Lack of an audit trail of all interactions with policies and procedures and awareness /training 
 Policies and Procedures not adhering to a consistent style, template, format 
 Revision history lacking or policy out of date and/or omission of effective dates (typical examples 

- School Board policies - EGAA Data Center Access and EHB Data and Records Retention; and 
Management Directive - A9 Employee Use of Technology) 

 No tracking of policy exceptions, reviews and improvements 

https://www.ocps.net/intranet/es/StrategicPlanning/Pages/ManagementDirectives.aspx
https://www.ocps.net/sb/Superintendent/Pages/SuperintendentsDocuments.aspx
https://www.ocps.net/intranet/es/StrategicPlanning/Pages/ManagementDirectives.aspx
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 ICTS does not own the process of designing, drafting and registering IT-related policies for 
approval and ratification 

With today’s complex business operations, and the ever changing technology, legal, regulatory and 
compliance environments, a well-defined IT policy management (development and revision) program is 
vital to enable the ICTS department to effectively develop and maintain the policies needed to reliably 
achieve objectives while addressing uncertainty and acting with integrity. 

Therefore, to support the enhancement of IT controls environment and to prevent false /partial 
assurance, we recommend that the Executive Cabinet assign the task of developing and reviewing IT 
standards, policies, procedures and practices to a central administration oversight function (such as the 
IT Governance Committee); with subject-matter-assistance and support of the business functions 
involved, as well as the sponsoring division lead – for higher-level guidance, where applicable. 

 

In closing, we wish to thank the ICTS management and particularly the Audit Focal Point (Ms. Cirene 
Powell) and the business unit Directors, for their cooperation and assistance during this review, as well as 
the respective technical teams for their efforts in providing feedback during the evidence gathering and 
controls validation process of this audit. 
 
 
Francis Amanquah, CISA, CRISC 
IT Auditor 
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DETAILED ANALYSIS  

– FINDINGS /IMPLICATIONS, EVALUATIONS & RECOMMENDATIONS – BY CONTROL AREA 
 
 
A. IT ORGANIZATION Area: finding evaluations and recommendations 

The purpose of IT organization controls is to ensure, enable and facilitate: 

 establishment of the entire IT control framework,  

 continuous support of IT on a formal basis by management (top, middle, lower), and its 
enforcement with proper policies, standards and procedures, registers, tagging and locks, 
including internal and external audits,  

 management of the input, processing, and output functions of computerized application systems 
in recording, maintaining and processing the computerized transactions of the district,  

 development, management and maintenance of IT infrastructure and application systems, and  

 protection and safeguarding of the IT infrastructure, equipment, facilities and data of the 
organization. 

The following types of IT organization controls were reviewed during the audit process:  IT department 
functional description controls, IT organizational controls, IT vision, mission and values statements, IT 
governance & control frameworks, monitoring and review controls, IT organization performance 
measures. These areas were reviewed to ascertain both their use and potential effectiveness within the 
ICTS department and to assess whether the IT function is organized to cover and support existing and 
potential IT technology elements, within the context of the District’s strategic direction 

The following findings and recommendations relate to the IT organization area: 

 Audit Recommendation 1:  IT Scope of Services (such as Service Catalog) should be defined 
 Audit Recommendation 2:  A formalized Maintenance Policy document should be prepared 
 Audit Recommendation 3:  Change Control Procedures should be applied in all cases 
 Audit Recommendation 4:  Central controls monitoring and evaluation function is needed 
 
 

 Audit recommendation 1:  IT Scope of Services (such as a Services Catalog) should be defined 

Title of area reviewed:  IT department overall terms of reference /Scope of Services 

Audit findings:  IT Scope of Services (such as a Services Catalog) are not defined  

Audit evaluation:  The ICTS department and business units do not have formal Terms of Reference 
that stipulate the specific functions of the department/units, responsibilities and type of services 
provided to the District to fulfil its strategic and operational needs. 

The ICTS department is designed to be responsible for the provision of IT services, and managing the 
information and knowledge content of the District. Defining what the IT functions do in written formal 
statements is the main goal of this type of functional description control, along with an assurance that 
the IT function is structured effectively to serve the District and its divisions. Currently, the 
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department uses the existing heat ticketing system as a reactive channel for service requisitions and 
request fulfilment, which is not considered an appropriate proactive catalog of services. 

Audit recommendation:  An overall terms of reference (TOR) with scope of services - is recommended 
to provide details on all services (current and potential) to enable customers to make informed 
decisions based on availability of services provided by the ICTS department. Such TOR (as business 
service catalog) should be detailed and tailored to the specific activities of each IT business unit, (i.e. 
the what, who, how, when process factors). It should be ratified at the appropriate management level, 
and ensure all parties benefitting from the extension of such IT services are familiar with it. This 
approach is a leading maturity practice as introduced in the globally-recognized IT Infrastructure 
Library (ITIL) for high-performing service management. 
 

 Audit recommendation 2: A formalized, written Maintenance Policy document should be prepared 

Title of area reviewed:  IT Organization, governance and controls framework, monitoring & review 

Audit findings: There is no formal, written maintenance policy  

Audit evaluation: A formal document (as Maintenance Policy) would describe the preventive 
/corrective maintenance standards of existing IT infrastructure and systems, and may include the 
following components (as examples only): 

- Equipment and Systems maintenance management:   Administration, control, monitoring 
and follow up of all aspects related to the maintenance of existing IT infrastructure and 
systems (regardless of location – e.g. ELC, other OCPS sites, school campuses, etc.). 

- Stating which maintenance functions of the District’s IT equipment will be /is outsourced, 
and the managing and monitoring of the outsourcing entity to ensure that it provides the 
required support function for the District. 

- Handling of planned vs. unplanned maintenance events (e.g. scheduling, prioritization, 
notification, implementation /change control standards, etc.) 

Audit recommendation: A formal policy should be developed to provide a standard reference for all 
maintenance activities to ensure an effective oversight of required procedures, i.e. performed in a 
timely way, application of change control procedures, prioritization process used (test vs. production), 
with quality control procedures. 

 Audit recommendation 3:  Change Control Procedures should be applied in all cases 

Title of area reviewed:  IT governance and controls framework, monitoring and review 

Audit findings:  Change Control Procedures are not adhered to in all cases 

Audit evaluation:  Typical technology-based changes are categorized into minor, significant, major, 
standard and emergency change types that require specific established procedures. Any change 
(particularly within the production environment) has to be assigned a tag aligned to one of the 
categories. For this reason, no change should be permitted to pass-through without adhering to its 
associated change request and implementation procedure. This also applies even for standard 
changes, as these would have been approved by the Change Advisory Board (CAB) with a special 
waiver to run such changes without the usual structured procedures. This point is further 

https://www.axelos.com/best-practice-solutions/itil.aspx?utm_source=itil-officialsite&utm_medium=redirect&utm_campaign=redirects
https://www.axelos.com/best-practice-solutions/itil.aspx?utm_source=itil-officialsite&utm_medium=redirect&utm_campaign=redirects


 

           Internal Audit Department  
           IT Internal Controls  Audit – September 2015 

17 

 

corroborated with statements in department’s Change Management Process document (cf-pg1.  “No 
changes of any kind are to be made to enterprise applications or environments without documented 
approval via the Change Management process … This DOES include ANY changes to production 
environments.” 

Audit recommendation:  ICTS management should enforce adherence to existing change control 
procedures as stipulated in the revised Change Management Process document of 2015.  

 Audit recommendation 4:  Central controls monitoring and evaluation function is needed 

Title of area reviewed:  IT governance and controls framework, monitoring and review 

Audit findings:  There is no established monitoring and evaluation function for IT controls environment 

Audit evaluation:  Monitoring applies to all components of internal controls: risk assessment, control 
environment, control activities, and information and communication - (as defined by the COSO 
framework). Controls that are not monitored and reviewed are not improved, and deteriorate over 
time. A properly designed and implemented self-monitoring process will enhance operations and 
service delivery as ICTS will be in position to:  identify and improve control weaknesses on a timely 
basis; prepare accurate and timely performance management reports; collect, process and produce 
more accurate and reliable information for decision making on strategic and operational issues; and 
more importantly - assure all stakeholders of the efficiency and effectiveness of its internal controls 
environment. 

Audit recommendation:  ICTS management should establish a dedicated controls oversight function 
(such as executed through a multi-unit management sub-committee) with the mandated role in 
setting control objectives, appraising/reviewing controls’ compliance performance, managing 
/monitoring risks,  controls and opportunities resulting from IT initiatives and operations, supervising 
and resolving control failures and approving critical controls-related issues. Establishing this would 
ensure that all IT controls are monitored and reviewed by a disciplined method. It would also serve as 
part of ICTS performance measurement components as a Compliance Monitoring System for 
monitoring compliance to policies and procedures. 
 

B. IT ADMINISTRATION Area: finding evaluations and recommendations 

Administration controls encompass activities such as human resources, customer support, forms and 
records management; and are usually concerned with operational efficiency and adherence to 
organizational policies and compliance rules and guidelines. 

The purpose of such IT administration controls (may overlap the District’s administration, human resource 
and financial controls) is to enable and facilitate the: 

 automated activities that manage the input, processing and output functions of application 
systems in recording, maintaining and processing transactions of the District,  

 developing, management and maintenance of IT infrastructure and application systems, and  

 protection and safeguarding of the IT infrastructure, equipment, facilities and data of the District.  

The following types of IT administration controls were reviewed during the audit process, to ascertain 
both their use and potential effectiveness within the ICTS department: IT standards, policies and 
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procedures, IT budget, IT asset controls, IT personnel management, IT purchasing controls, IT office 
administration, monitoring and review controls, and IT administration performance measures. 

The following findings and recommendations relate to the IT administration area: 

 Audit recommendation 5:   All IT purchases require adherence to approved IT budget 
 Audit recommendation 6:   Service Level Agreement should be signed with internal customers 
 Audit recommendation 7:   Customer list from service agreements should be in place 
 Audit recommendation 8:   Software License Management Policy is required 
 Audit recommendation 9:   A Software Inventory Process should be established 
 Audit recommendation 10: Software License Monitoring Process required 
 Audit recommendation 11: Intellectual property statements should be in developers’ contracts 
 Audit recommendation 12: Intellectual property statements needed in IT staff contracts 
 Audit recommendation 13: Site ownership list of official websites should be maintained 
 Audit recommendation 14: Copyright protection notices on public-facing websites required 
 Audit recommendation 15: Standards and procedures required for critical IT functions 
 Audit recommendation 16: Standards on system development require all aspects of development 
 Audit recommendation 17: Dedicated IT Training Plan should be revived, expanded and improved 

 
 

 Audit recommendation 5: All IT purchases require adherence to approved IT budget 

Title of area reviewed: IT budgeting and purchasing 

Audit findings: Not all IT purchases are effected according to the IT budget 

Audit evaluation: As an IT entity better practice - all management decisions, activities, actions, system 
development projects, application maintenance, IT solutions procurement and deployment, 
computer system support, out-sourcing and off-sourcing activities, are ultimately reflected and 
contained in the IT budget of the District. 

The IT budget is a control tool for IT items and is an integral part of the District’s budgeting process. 
IT budgets, viewed as cost control procedures, are necessary to control, manage, allocate, evaluate 
and monitor resources and maintain their level of investment and service delivery. IT budgets (both 
top-down and bottom-up approaches) define the most optimal use of resources in order to provide 
the best service to the District. 

Audit recommendation: ICTS management should ensure adherence to budgetary requirements for 
all IT purchases as a budget versus expenditure control mechanism. If necessary, it is pertinent to 
register any intended purchases that will not be effected in accordance with the IT budget with 
requisite approval and waiver. The IT budget should be monitored and reviewed and its progress 
(actual expenses, potential issues, revisions, etc.) included in ICTS management reporting. 

 Audit recommendation 6:  Service Level Agreements should be signed with internal customers 

Title of area reviewed:  IT standards, policies and procedures 

Audit findings:  There are no enterprise Customer /Service Level Agreements 
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Audit evaluation:  If any departments depend on special IT services, such as unique applications, data 
storage or recovery demands /requirements, then ICTS management should sign a formal agreement 
with that department or functional unit to formalize the provision of such services. This is 
substantiated by ICTS’ inclusion of a relevant statement in its ‘Information Systems Development 
Usage Guidelines’ (under 2. General ISDM Guidance – para.3).  

Audit recommendation:  Since this has not been the practice between other departments and ICTS, 
an SLA document (similar to the one used with the school TSRs) should be prepared between ICTS and 
other departments that depend on critical systems. As a supplementary component that improves 
capability in fulfilling service delivery, we also recommend the signing of relevant Operational Level 
Agreements (OLA) as an internal engagement model for technical cooperation between the four ICTS 
business units (i.e. Applications, Customer Care, Infrastructure and Project Management). 
 
ICTS management could also take a cue from their Information Systems Development Methodology 
(ISDM) workflow chart – which stipulates similar SLA requirement as an output of systems 
commissioning. (cf. ISDM Process Flow With Required Inputs – outputs.pdf) 

 Audit recommendation 7:  Customer list from service agreements should be in place 

Title of area reviewed:  IT standards, policies and procedures 

Audit findings:  There is no Customer List for those serviced by ICTS 

Audit evaluation:  A formal list of customers specifically serviced by ICTS through service agreements 
should be maintained. 

Audit recommendation:  Based on audit recommendation 6, a consolidated list of all customers with 
SLAs should be compiled to serve as a reference point for management review and updates. 

 Audit recommendation 8:  Software License Management Policy is required 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There is no formal Software License Management Policy 

Audit evaluation:  IT software licenses (amongst other assets) are usually protected by the appropriate 
policy and procedures. The responsibility for the protection of such licenses should be separate from 
the function maintaining the systems of the department.  

Audit recommendation:  ICTS management should formulate a formal document that identifies 
purchase documents used for each type of application, ensures authorization of purchases, and 
validates that contracts and legal documents exist for each software /application. 

 Audit recommendation 9:  A Software Inventory Process should be established 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There is no Software License Inventory Process 

http://collaboration.ocps.net/team/intaudit/IA_worksite/WorkPapers%20Review/IT%20Internal%20Controls/ICTS%20Documentary%20Evidence/Docs%20Log%20-%20Checklist%205/CHK5_Q6%20-%20OCPS%20ISDM%20Usage%20Guidance.pdf
http://collaboration.ocps.net/team/intaudit/IA_worksite/WorkPapers%20Review/IT%20Internal%20Controls/ICTS%20Documentary%20Evidence/Docs%20Log%20-%20Checklist%205/CHK5_Q6%20-%20OCPS%20ISDM%20Usage%20Guidance.pdf
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Audit evaluation:  IT software assets (amongst others) are usually protected by the appropriate policy 
and procedures. Responsibility for the protection of the assets should be separate from the function 
maintaining the documents and systems of the department.  

Audit recommendation:  ICTS management should establish a formal inventory process (preferably 
automated) as an accountability procedure to identify all software purchase documents with 
applicable active/inactive licenses and assigned locations /users for each software. 

 Audit recommendation 10:  Software License Monitoring Process required 

Title of area reviewed:  IT assets; Monitoring and Review 

Audit findings:  There is no Software License Monitoring Process 

Audit evaluation:  It is necessary to have a process in place to determine if all software licenses are 
appropriately monitored by the users and by the given IT system, as well as if all license documents 
are safely stored. 

Audit recommendation:  ICTS management should implement a Software License Monitoring Process 
to monitor license usage by current system/user accounts. 

 Audit recommendation 11:  Intellectual property statements should be in developers’ contracts 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There is no statement enforcing that property rights of all works of developers / 
programmers belong to OCPS 

Audit evaluation:  According to the Human Resources Department, developers/programmers do not 
get employment contracts – they are part of an administrative/technical group.  They don’t get 
contracts – only assistant directors and above in that department get employment contracts. 

Audit recommendation:  Formal statements (either stipulated in contractual form or conditions of 
engagement) stating that all property rights and works of developers / programmers belong to OCPS 
is recommended. This clause would ensure that such specialized personnel do not lay claim to 
software development and programming work performed for the District as theirs. 

 Audit recommendation 12:  Intellectual property statements needed in IT staff contracts 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There is no clause in IT staff employment contracts regarding the issue of intellectual 
property rights (i.e. all works of IT personnel belong to OCPS) 

Audit evaluation:  The HR Department informed us that there is no intellectual property rights clause 
in any of our employment contracts. 

Audit recommendation:  A contractual clause (for other IT personnel) stating that all intellectual 
property rights belong to OCPS is recommended. 
 



 

           Internal Audit Department  
           IT Internal Controls  Audit – September 2015 

21 

 

 Audit recommendation 13:  Site ownership list of official websites should be maintained 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There is no ownership list of site and content material for official websites (*.ocps.net) 

Audit evaluation:  We were looking for the persons responsible (i.e. site owners), and not those with 
administrative rights. We learned that there is no definitive list of persons who have a custodial 
responsibility for site content material. Although there is an ‘informal’ policy that department heads 
own department website content, it is not effective due to notification inconsistencies when such 
personnel changes occur.  

Audit recommendation:  An ownership list of all site and content of the District’s official websites 
(within the ocps.net domain, etc.) should be maintained to aid in determining ownership and 
accountability for content on those sites. 

 Audit recommendation 14:  Copyright protection notices on public-facing websites required 

Title of area reviewed:  IT standards, policies and procedures; IT assets 

Audit findings:  There were no copyright protection notices on public-facing websites (www.ocps.net, 
etc.) 

Audit evaluation:  This is necessary to protect the District’s content comprising house-style designs, 
images and logos hosted on these websites. 

Audit recommendation – RESOLVED -:  Following discussions with the Director of Public Relations, the 
requisite copyright notices have since been effected and this recommendation was fulfilled. 

 Audit recommendation 15:  Standards and procedures required for critical IT functions 

Title of area reviewed:  IT standards, policies and procedures 

Audit findings:  There are no documented standards and procedures covering IT functions 

Audit evaluation:  A standard is an established norm of behaviour or technical performance. It is 
usually a formal document that establishes uniform human, engineering or technical criteria, methods 
and techniques for developing products and systems and delivering services. 

Policies establish what should be done, usually according to a standard. Procedures denote how the 
policies should be carried out. More specifically, administrative procedures are precise, 
predetermined, step-by-step methods for conducting routine tasks in an organization in an efficient 
manner. 

Procedures are what operational and administrative staff use to accomplish their day-to-day work. 
Procedures are normally documented in detailed procedures manuals. 

Audit recommendation:  In terms of the IT function, IT standards, policies and procedures should be 
identified and established, whether in a written formal statement or on an informal basis. 
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These are usually part of an IT standards, policies and procedures manual, and cover all aspects of IT 
(organization, administration, systems development, asset management, security, disaster recovery, 
systems software support, etc.). The documentation should include the following considerations: 
Scope and coverage, including systems development and maintenance, operation and maintenance 
of technical services, end-users as well as central IT services, organization and personnel; dates when 
documents were issued or last updated; policies regarding hardware and software. 

 Audit recommendation 16: Standards on system development require all aspects of development 

Title of area reviewed:  IT standards, policies and procedures 

Audit findings:  Standards on system development do not include all aspects of development 

Audit evaluation:  We noted that the ISDM document partially addresses this, but it should be 
improved. 

Audit recommendation:  Standards on system development should include all aspects of development 
in consideration of the following aspects:  Business analysis, Data processing analysis. System design, 
Specifications (system, program, forms, reports, screens), Testing (system, program), Programming 
(and coding), Implementation, Conversion, User training, IT training, Documentation (technical and 
user), Project management, IT personnel management. 

 Audit recommendation 17:  Dedicated IT Training Plan should be revived, expanded & improved (cf: 
Ar#s_20-22) 

Title of area reviewed:  IT Personnel management 

Audit findings:  The training plan for ICTS is outdated  

Audit evaluation:  The ICTS department provides technology and services that fulfil the District’s 
broad-based strategic and operational needs. The department has responsibility for planning that 
commits resources for the provision of a stable IT platform for the District.  

This issue falls under one of the main types of IT administration controls related to investments in 
human capital via personnel professional development. Its purpose is to support the provision, 
operations and management of the technology services delivery effort. It runs from initial orientation, 
followed by the necessary periodic internal /external training, with periodic progress review on 
trainings completed and continuous skills gap analysis. 

Previously, ICTS had established a commendable process for professional development of staff called 
Professional Learning Plan. Upon reviewing the library content on Professional Learning Plans (PLP), 
most of the training details were outdated (spanning 2006-2012). We believe it will be good to revive 
and expand this initiative across all IT business units. 

The following observations were deduced upon reviewing the IT training budgets vs allocations for 
training (planned and actual expenditures) over the last three fiscal years:- 

 2014-15 (with approximately 12% reduction in total budget over previous year) – 
4.87% of the total IT operational budget was allocated to training (with 92.54% 
expended) 
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 2013-14 (with approximately 3% reduction in total budget over previous year) – 5.96% 
of the total IT operational budget was allocated to training (with 76.22% expended) 

 2012-13 (% increase/reduction of total budget over previous year not measured) – 
2.3% of the total IT operational budget was allocated to training (with 52.34% over-
expenditure) 

This information shows an average of 4% allocation of funds for annual IT-related training, with an 
average training allocation of $39.23. Using this information we derived a rough estimate of $392 
training allocation per 1 (x100) IT employees per annum. As a good point of reference, a recent trend 
composite benchmark on annual training allocation per IT employee (source: Computer Economics, 
2015) observed that the median budget allocation for training per IT employee was pegged at $1,500 
(i.e. ranging from organizations at lowest percentile investing $825 per IT staff member per year on 
employee development, with highest percentile spending at $2,423).  

Audit recommendation:  To instill and maintain quality assurance standards, IT personnel (particularly 
technical staff) need to be consistently abreast with technological developments and market trends. 
This is important in ensuring reasonable coverage and support of all current and future IT technology 
elements and in protecting the District’s assets from potential harm and abuse of any kind, as well as 
managing the risks and opportunities resulting from IT activities, initiatives and operations. Such a 
commitment to training will improve functional practices and enhance service delivery, reduce system 
implementation times resulting in reduced development costs, and fewer operational and other 
labor-related implications (staff motivation, turnover, etc.). 
 
Therefore (and as stated in our evaluation), we recommend that a formal IT training program be 
developed for each employee (and especially those handling crucial functions), that will address 
methods and techniques required to improve the use of technologies for the District and bring the 
performance of the particular IT personnel in line with the District’s strategic and operational 
objectives. 

The required IT personnel education and training controls will need to be identified and formally 
established. The ICTS management need to ensure that a budget containing itemized listings of each 
amount for all scheduled seminars, conferences and specialized IT courses for relevant IT resources, 
is formulated and executed. 
 
For continuous improvement in sustaining /ensuring effective training programs, this process could 
also take a cue from the Deming ‘PDCA’ Cycle: i.e. Plan - training needs are identified and developed; 
Do - training is delivered; Check - training feedback and effectiveness are obtained; and Act – training 
process is revised per feedback; and so forth. 

It is equally important for senior management to ensure that these take place as planned, and make 
the necessary improvements if these do not happen, or the expected results are not obtained in the 
long run. 

  

http://www.computereconomics.com/page.cfm?name=it%20spending%20and%20staffing%20study
http://www.computereconomics.com/page.cfm?name=it%20spending%20and%20staffing%20study
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C. ENTERPRISE ARCHITECTURE Area:  finding evaluations and recommendations 

Enterprise Architecture (EA) controls enable and support the alignment of IT (infrastructure and systems) 
with the business functions of the organization, and support the successful execution of the daily activities 
and operational transactions of the IT systems. 

The purpose of Enterprise Architecture controls is to ensure, enable and facilitate the: 

 establishment of the entire IT governance framework  

 good alignment between the district strategy and the IT strategy 

 accomplishment of strategic goals by the provision of optimal IT services 

 continuous support of critical business functions by IT systems and infrastructure on an efficient 
and effective basis 

The following types of Enterprise Architecture controls were reviewed during the audit process: Enterprise 
Architecture (EA) description, management plan for designing and implementing an EA framework, 
organizational structure, EA development roles, EA business/IT related controls, monitoring and review 
controls, EA performance measures. 
 
 
The following cumulated findings and recommendations for resolving these findings are included: 

 Audit recommendation 18:  An EA management function and framework should be established 
 

 Audit recommendation 18:  An EA management function & framework should be established 

Title of area reviewed:  Enterprise Architecture and IT Organizational Structure 

Audit findings:  There is no established Enterprise Architecture (EA) framework management program 

Audit evaluation:  The ever-changing technology environment is currently affected by series of factors 
and conditions that present new opportunities, challenges, threats and risks to the District. These 
must be managed and resolved accordingly by ICTS management, in order to keep them operating to 
the best of their capabilities. The solution to dealing with the uncertainty of the future is the ability to 
sense the oncoming needs and apply /implement the necessary changes in the functions of the District 
for strategic flexibility, direction and meeting objectives. 

A globally-recognized leading practice for managing /controlling this strategic issue is the ‘Enterprise 
Architecture’ approach. Enterprise Architecture has been defined simply by notable sources as ‘the 
organizing logic of business processes and IT infrastructure reflecting the integration and 
standardization requirements of the entity’s operating model’.  An EA is a conceptual tool that assists 
organizations with the understanding of their own structure and the way they work. It provides a map 
of the enterprise and is a route planner for business and technology change. 

The Chief Information Officer (CIO) currently manages the EA operations while also performing his 
duties as Head of IT. A dedicated EA position for managing this critical IT function will enhance the 
accountability of ICTS service operations as well as provide a more effective system of internal control. 
Significant EA elements were queried during the review process, but will not be addressed in this 
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report as ICTS feedback on the principle requirement for an established EA function or framework 
was negative. 

Audit recommendation: Creation of an Enterprise Architect position is strongly recommended. We 
recommend that top management follow through the developed job description for Director of 
Enterprise Architecture position with the engagement of a full-time EA management function and 
establishment of appropriate EA framework.  

The EA position will need a framework with a set of methodologies and tools to bring forth fulfilling 
strategic results. For this purpose there are several EA frameworks, methodologies and tools offered 
for use on a global scale. Some indicative examples are the TOGAF (The Open Group Architecture 
Framework - https://www.opengroup.org/togaf/) and the Gartner EA Process Model 
(https://www.gartner.com/doc/1987417/enterprise-architecture-process-framework-cio).  

We recommend ICTS management examine these and other /alternate EA frameworks in the market, 
to kick-start a management plan for designing and implementing an Enterprise Architecture 
framework. 

This recommendation corroborates a related finding about this subject in the recent gap analysis 
report produced for OCPS by IBM Global Business Services as part of an IT Research, Planning, 
Integration and Enterprise Architecture contract. (cf. Track 2: OCPS Business/IT Gap Analysis and 
Transition Plan of April 2015) 

D. IT STRATEGIC Area:  finding evaluations and recommendations 

IT Strategic controls enable and support the future roadmap for IT infrastructure and systems, and 
facilitate and support successful execution of the daily activities and operational transactions of the IT 
systems of the District.  

The purpose of IT strategic controls is to define and establish the future IT vision and mission for the IT 
efforts (infrastructure and systems) of the District, and prepare the whole IT environment to 
accommodate such requirements and needs of the IT systems and IT operations of the District. 

The following types of IT strategic controls were reviewed during the audit process:  IT strategic process 
controls, IT strategy implementation controls, IT strategic performance management controls, monitoring 
and review controls. 

The following audit findings and recommendations for resolving these findings are included: 

 Audit recommendation 19:  IT partner /supplier risks assessment process should be in place 
 Audit recommendation 20:  A skills bank in the IT and user functions should be in place 
 Audit recommendation 21:  An IT skills gap analysis should be performed 
 Audit recommendation 22:  In-/Out-sourcing IT skills cost-benefit-analysis should be performed 
 

 Audit recommendation 19:  IT partner /supplier risks assessment process should be in place 

Title of area reviewed:  IT strategic process; IT strategy analysis methodology 

Audit findings:  There has been no risks assessments of IT partners /suppliers 

https://www.opengroup.org/togaf/
https://www.gartner.com/doc/1987417/enterprise-architecture-process-framework-cio
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Audit evaluation:  ICTS outsources a significant number of critical services and IT support functions to 
external providers. When incidents occur, these providers may charge the District for any specialized 
staff they engage for resolution. These providers have SLAs to meet and have to pay the District a 
penalty for any SLA breaches. Other impacts can be felt in the long term; such as a weakness in ICTS 
service delivery, which erodes overall IT effectiveness. 

Audit recommendation:  The District’s existing and potential IT partner and supplier risks should be 
managed in a formal assessment process. A formal assessment process will make it possible to enforce 
SLAs and hold their service providers accountable for the service they deliver, and collect any eligible 
credits for service level breaches.  

Assessments should consider the following critical factors:  

 Requesting Service Organizational Controls (SOC-2) reports from service providers and 
including related statements in the contact terms and conditions 

 Defining contractual responsibilities for service continuity, disaster avoidance and 
recovery 

 Review critical IT services dependent on IT components that aren’t fully supported in-
house but are reliant on third party support 

 Major investment required if provider goes under or specific technology vendor 
discontinues a reliant product line 

 Critical systems not covered by current support and maintenance agreements 

 Current providers not delivering in fulfilment of SLAs 

 Current contracts that have no framework for redress and imposition of service credits 

 IT sourcing strategy agreement with business units reliant on IT services delivery 

 Assess business disruptions due to service provider delivery failures 

 Alternate outsourced service provision in case of disruption 

 Knowledge Transfer to retain requisite in-house capabilities and skills 

 Exit Strategy where termination would cause severe challenges for operating services; 
transition to another service provider or back in-house 

 Auditing service provider records, documents and related obligations 

 Operational processes routed through a cluster of multiple service providers or shared 
services model (and if any outside-US offshore sourcing provisions) 

 
 Audit recommendation 20:  A skills bank in the IT and user functions should be in place (cf: Ar#s_17; 

21-22) 

Title of area reviewed:  IT strategic performance measures 

Audit findings:  There is no current ICTS skills bank  

Audit evaluation:  The Professional Learning Plan (PLP) we were provided was outdated. ICTS 
previously developed a Professional Learning Plan (PLP) that had of various functional personnel roles 
and corresponding skills. However, this has not been consistent and has become dormant over the 
past 3-4 years (dating back to 2011-12 fiscal year). 

Audit recommendation:  A skills bank that provides a list of existing mix of competences, skills and 
dexterities in the IT and user functions should be in place. 
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 Audit recommendation 21:  An IT skills gap analysis should be performed (cf: Ar#s_17; 20; 22) 

Title of area reviewed:  IT strategic performance measures, Monitoring and Review 

Audit findings:  There has not been an analysis performed to determine relevant IT skills and gaps 

Audit evaluation:  ICTS has an established Professional Learning Plan (PLP) and skills appraisal process 
(since 2008). However, this good practice has not been sustained and is considered stalled, as the 
latest entry was in 2012. Furthermore, although the PLP requires periodic discussion between the 
Staff Member and Leadership Team Member, there is no evidence of such activity. The plan states a 
review requirement on an on-going basis throughout the year, with at least one interim review 
discussion between the Staff Member and Leadership Team Member prior to the end of the annual 
performance review period, which could not be verified. 

Audit recommendation:  A gap analysis should be carried out to determine which relevant IT skills 
should be developed or improved. This is a component of human resources management and 
significant in measuring the strategic readiness of the ICTS department. 

 Audit recommendation 22:  In-/Out-sourcing IT skills cost-benefit-analysis should be performed (cf: 
Ar#s_17; 20; 21) 

Title of area reviewed:  IT strategic performance management 

Audit findings:  There has not been a formal cost-benefit analysis on in-sourcing versus outsourcing IT 
skills 

Audit evaluation:  Such analysis will support ICTS management in ascertaining the internal resource 
capacity in the right mix of competencies, skills and dexterities in the technical and administrative 
user functions. 

Audit recommendation:  Cost-benefit-analyses should be performed for acquiring critical IT skills from 
the market versus grooming them within OCPS. This will form the basis for effective determination of 
skills development demands, efficient transfer of IT competencies /skills to more strategic service 
delivery areas, and whether to seek external support (with the benefit of knowledge transfer) or build 
those requisite skills within the department (to boost innovation and improve strategy by enriching 
the mix of skills). 

 

E. SYSTEMS DEVELOPMENT Area:  finding evaluations and recommendations 

Controls at the systems development level establish a good operating environment for the development 
of IT systems and ensure the successful testing and preparation of these systems for serving the business 
purposes of the District.  

The specific purpose of these controls is to ensure the safe and secure development of computerised 
information systems and the protection from harm or other potential damage of the District’s information 
and data maintained by these systems. They also facilitate and support the successful execution of the 
daily activities and operational transactions of the IT systems. 
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A set of IT system development controls are described and include:  application development controls, IT 
systems testing methodology, end-user application development controls, audit trails, software package 
controls and system development quality controls. 

The following types of IT strategic controls were reviewed during the audit process:  application systems 
development process, personnel (developers) and quality control, change management, monitoring and 
review controls. 

The following audit findings and recommendations for resolving these findings are included: 

 Audit recommendation 23:  Records of system development products are required 
 Audit recommendation 24:  Systems documentation should be maintained and secured 

 
 Audit recommendation 23:  Records of system development products are required 

Title of area reviewed:  Application systems development process 

Audit findings:  Records of system development products are not consistent 

Audit evaluation:  We noted during our review that records of system development products - as 
created during each phase of the software development process are either unavailable /inadequate 
or handled/maintained/stored in an informal manner. Each phase of the software development 
process (i.e. planning, definition, analysis, design, construction, implementation, and post-
implementation review of system) creates series of system development products. These system 
development products usually include the following (as an example only) and associated controls: 

 IT system feasibility document (i.e. systems outlined during the IT strategic planning process are 
analyzed as to whether they are feasible or not, before approval is given by the management and 
the users to develop and implement the systems) 

 Business /Technical requirements (including IT systems analysis and design document) 

 Vendor proposals evaluation (capability and solution suitability) 

 Project plan (that stipulates structure, deliverables and conditions of acceptance, milestone 
decisions, escalation procedure, schedule, cost management, QA, communication plan, roles, risk 
management, etc)  

 Applicable software coding and Testing Plans 

 Application documentation (e.g. programming and user guides - including procedures to ensure 
that full and comprehensive documentation is developed to enable the efficient and effective  
operation, maintenance and technical problem support of applications) 

 Post-implementation review (evaluation of system functionality and performance) 

Audit recommendation:  We recommend that consistent records of system development products - 
as created during each phase of the software development process - be maintained in accordance 
with the indicated evaluation examples. Another reference to this gap is the absence of Service Level 
Agreements as a requisite output of systems commissioning and as captured in the department’s 
systems development procedures. (cf. Ar#.6; and ISDM Process Flow With Required Inputs – 
outputs.pdf) 
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 Audit recommendation 24:  Systems documentation should be maintained and secured 

Title of area reviewed:  Application systems development process, System development products 

Audit findings:  System documentation is not well maintained  

Audit evaluation:  Application systems documentation is a significant systems development product 
component. This is a necessary procedural requirement to ensure that full and comprehensive 
documentation is developed for each application to enable the efficient, effective and best use, 
operation, maintenance and technical problem support of the application; including formula coding 
notations, and quality control /peer reviews. 

The application system manuals usually contain sufficient information to enable the technical users 
/administrators to understand, interact, control and operate the specific application system. If the 
manual is incomplete, incorrect or written in such a way that the technical users cannot understand 
how to interact with it, such administration will run by trial and error. Procedures developed by trial 
and error will probably disregard, in the long run, certain functions of the application system and may 
result in incomplete and inaccurate information in the system and data processing functions of the 
given application systems. 

According to ICTS, this practice is currently being implemented in the new SIS/FOCUS project; and a 
review of the current PMO site content attests to that effort. 

Audit recommendation:  We recommend that all technical application system manuals be brought 
up-to-date and secured. As minimum indication only, the following areas may be considered: 

 system flowcharts, data flow diagrams, logical data structures, database dictionary, system 
narrative /specifications, applications system features and constraints, samples of all 
administrative consoles /screens and forms, report samples & descriptions, explanation of 
operational data error messages, off-site storage of copies of essential documentation, etc. 
 

 systems diagram (overall and at least down to third level of detail), cross-reference diagram 
between all system components and programs, security and control requirements, files and data 
description (including a technical data dictionary), systems changes log (including description of 
the change, origin, authorization levels and acceptance criteria). 

 
F. IT SECURITY Area:  finding evaluations and recommendations 

IT Security controls establish the secure operating environment for the development and operation of IT 
systems and services, and ensure the safe processing of data and successful operation of these systems 
and services for serving the District. 

The specific purpose of IT security controls is to ensure that all IT assets, systems, facilities, data and files 
are protected against unauthorized access, potential damage and improper or illegal use, and that they 
are operable, safe and secure at all times. Information security protects information from a wide range of 
threats in order to ensure business continuity, minimize business damage and maximize return on 
investments and strategic /business opportunities. 
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The following major components of IT security were reviewed – security governance guidelines, standards 
and legal frameworks, plans and policies, procedures and practices, specialised IT security hardware and 
software protection controls, and evaluation and management monitoring controls. A review of these 
main types of security controls supported the evaluation and preservation of information confidentiality 
(ensuring that information is accessible only to those authorized to have access); integrity (safeguarding 
the accuracy and completeness of information and processing methods); and availability (ensuring that 
authorized users have access to information and associated assets when required). 

All of these components of IT security will therefore need to be controlled, to increase the effectiveness 
of the implementation of the security controls. 

The following findings and recommendations are included: 

 Audit recommendation 25:  Data ownership policy should be established and issued 
 Audit recommendation 26:  Centralized password management system should be implemented 
 Audit recommendation 27:  An alternate password bank should be in place in a secure location 
 Audit recommendation 28:  IT security training is recommended for security administrators 
 Audit recommendation 29:  Service providers should be obliged to submit SOC-2 reports 

 
 Audit recommendation 25:  Data ownership policy should be established and issued 

Title of area reviewed:  IT security plans & policies 

Audit findings:  There is no data ownership policy 

Audit evaluation:  Data ownership is a good feature to determine data retention and disposal 
demands. (cf. School Board policy on Data and Records Retention). This will establish secure 
conditions for retaining or disposing records to avoid either inadvertent of deliberate actions that 
affect the integrity of the District’s records /archive management, including the appropriate 
identification and classification of sensitive data and applications, and implementation and 
enforcement of appropriate security measures to restrict users’ access to data and specific program 
modules. 

Audit recommendation:  An information owners’ policy should be established considering objectives, 
appointment of data owners or data custodians, data administration function, data classification 
defining levels of confidentiality, and access rights. 

 Audit recommendation 26:  Centralized password management system should be implemented 

Title of area reviewed:  IT security plans and policies, Password Controls Policy 

Audit findings:  During our review, we noted that there was no centralized password management 
system hosting all critical /administration authentication credentials. 

Audit evaluation:  Privileged Identity Management is one of the main components of IT security policy 
planning and should be addressed under a logical security /password controls policy to support the 
design, implementation and post-implementation review of the administrative password controls for 
all critical systems of the District. 
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It is noteworthy to recall a related unresolved issue from the 2014 follow-up review of prior audit 
findings; with an April 2011 ICTS management response that : - “OCPS has purchased the CyberArk 
tool, which provides privileged account password vaulting.  This tool will be implemented as part of 
the identity management project, due to start April 2011.  This tool will be implemented by September 
2011.” However, an Internal Audit follow-up (in Oct 2014) revealed that this tool (with other features 
besides password vault) had not been implemented. (cf: EY2010_Phone Discussion_bullet 1 - 
CyberArk Demo Request.msg) 

Audit recommendation:  We recommend that a centralized password management system hosting all 
critical administration privileged credentials and device accounts be implemented. The department 
has the opportunity to address this by taking immediate steps to activate the CyberArk enterprise 
password vault feature. This should be done to minimize the risk of unauthorized or fraudulent access 
to sensitive information systems and corporate data. Such effort will ensure that systems and 
administrators’ password profiles are issued, accessed (with necessary encryption and monitoring) 
and changed in a controlled manner. It will also enforce accountability in allocation and authorization 
of powerful system credentials per assigned system and database administrators. 

 Audit recommendation 27:  An alternate password bank should be in place in a secure location 

Title of area reviewed:  Password Controls Policy 

Audit findings:  There is no alternate password bank 

Audit evaluation:  During our review, we noted that no policy, system, procedure or manual controls 
are established to protect technical system credentials for contingency. The practice of not monitoring 
and securing critical administrative passwords may allow the initiation of fraudulent acts, systems and 
data access abuse, and intrusion by unauthorised internal and external parties. As individual initiative, 
some network administrators have resorted to an alternate method (in a non-enterprise level 
functionality) by using an open source password management utility (KeePass) for storing and 
retrieving sensitive credentials assigned to that role.  

Audit recommendation:  In reference to the unimplemented password management system (cf: 
Ar#26), ICTS management is advised to prepare a contingency list of all system and administrator 
passwords – sealed and stored in a secure location /vault to serve as an interim compensating control. 
This approach may be also be used as an alternate vault backup solution – in complementing the 
recommended software solution. 

 Audit recommendation 28:  IT security training is recommended for security administrators 

Title of area reviewed:  IT security plans and policies, IT security awareness and training 

Audit findings:  Training for security administration personnel should be improved 

Audit evaluation:  In light of the rapid development in the technology landscape coupled with 
cybersecurity trends and keeping up with the evolving threat environment, regular training has 
become one of the main controls in IT security planning through building technical security awareness 
capacity for security administrators. 

Audit recommendation:  All security administration personnel should be provided with requisite 
training on information security assurance areas, such as cybersecurity, breach awareness and 
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incidence handling, data loss prevention, self-assessment practices, etc. This will ensure that such 
designated personnel keep abreast with developments with reasonably continuous exposure to 
current security-related factors affecting the technology environment and particularly those potential 
issues that may impact the District’s digital curriculum educational strategy. 

 Audit recommendation 29:  Service providers should be obliged to submit SOC-2 reports 

Title of area reviewed:  Evaluation and management monitoring controls of IT security 

Audit findings:  Service providers are not required to submit Service Organization Controls-2 /3 (SOC-
2 /3) reports 

Audit evaluation:  According to the American Institute of Certified Public Accountants (AICPA), Service 
Organization Controls (SOC) reports are designed to help service providers (that operate and provide 
information system services in processing information or handling business transactions on behalf of 
its customers) build trust and confidence in their service delivery processes and controls through a 
report by an independent service organization auditor or Certified Public Accountant (CPA). 

One such report is the SOC-2 and SOC-3 internal control report – based on the services provided by 
the service organization providing valuable information that users need to assess and address the 
risks associated with the organization’s (in this case, the District’s) outsourced services. These reports 
are intended to meet the needs of a broad range of users that need information and assurance about 
the controls at a service organization that affect the security, availability, and processing integrity of 
the systems the service organization uses to process users’ data and the  confidentiality and privacy 
of the information processed by these systems. 

Under AICPA reporting standards, an audit that is conducted under a set of controls and requirements 
specifically designed around data center and other service providers will result in a Service 
Organization Control (SOC) 2 report. This report focuses on the operating effectiveness of the controls 
relevant to the provider’s scope of services throughout a declared time period.  

AICPA Service Organization Control (SOC) 2 reports are intended to provide assurance about controls 
related to 1) security, 2) availability, 3) processing integrity, 4) confidentiality or 5) privacy of a system 
and its information. A SOC 2 report is based on pre-defined controls criteria contained in the AICPA 
Trust Services Principles and Criteria. These criteria have been developed by the AICPA for evaluating 
the design and operating effectiveness of controls at a data center or other service organization. 

Such independent audits assures dependent service recipients that the data center operator has 
achieved trust services criteria; and provides data center users a high level of assurance that their 
data center is secure, highly available and operating under a consistent set of high integrity processes. 

Audit recommendation:  All critical service providers should be required to submit Service 
Organization Controls-2 (SOC-2) reports. 

ICTS management should either request a special review of existing service providers’ contract 
assignments in their Subscription Services Agreement with the District (for inclusion of service 
provider’s internal controls and regulatory compliance assurance clause) or use the AICPA standard 
framework on ‘Service Organization Controls’ as leverage for each technical service provider to initiate 
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and submit an independent audit report on its internal controls environment, including associated 
sub-contractors’ environments. 

Better IT security practice demands that the IT function and its external service providers, focus on 
managing their respective controls environments in order to reach higher levels of security 
performance. 

All components of IT security should be controlled to increase the effectiveness of the implementation 
of the security controls. For this reason, IT service providers should not be exempted from this 
exercise, and it is fulfilled through the submission of Service Organizational Controls Reports by the 
respective outsourced service providers.  

To corroborate this, the 4th principle drafted by the National Institute of Standards and Technology 
(NIST) as a base on which US Federal Government community should build their IT security program, 
states : ”Systems owners have security responsibilities outside their own organizations: If a system has 
external users, its owners have a responsibility to share appropriate knowledge about the existence 
and general extent of security measures so that other users can be confident that the system is 
adequately secure.” 

 
G. DATA CENTER OPERATIONS Area:  finding evaluations and recommendations 

Controls at the data center level ensure that the IT facilities and equipment can remain in good operational 
status, and ensure the safe and successful operation of the IT infrastructure and systems for serving the 
business purposes of the District.  

Safety (construction that meets applicable industry design standards and codes) and security (protection 
from harm, intrusions, attacks, natural disasters, etc.) of data centers are provided by physical access 
controls and environmental management controls, and refer to control of the environment of the 
workplace and computing facilities and may include monitoring and control access to and from such 
facilities (e.g. doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression systems, 
cameras, barricades, fencing, security guards, cable locks, etc.). 

The objective of data center controls is to ensure that the whole data center and its support components 
operate in a reliable fashion in order for the IT systems to run effectively, efficiently and securely. 

The following types of data center operational and support controls were reviewed to affirm that they are 
properly and effectively organized to serve the control needs of the department and the District: design 
and infrastructural, physical access, computer hardware management, contingency planning and disaster 
recovery, monitoring and review, and operational performance measures. 

The following audit findings and recommendations for resolving these findings are included: 

 Audit recommendation 30:  Maintain records for RBELC and Magic Way data center visitors 
 Audit recommendation 31:  Provide basic fire training for RBELC data center staff / floor warden 
 Audit recommendation 32:  Business continuity risk analysis reviews should be performed  

 
 Audit recommendation 30:  Maintain records for RBELC and Magic Way data center visitors 

Title of area reviewed:  Data center physical access controls 
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Audit findings:  No record is maintained of all data center visitors 

Audit evaluation:  Limited records are maintained for all data center visitors. During our review, we 
noted that all visitors (including unauthorized employees) entered the data center facilities while 
being escorted by authorized staff. Certain specific service provider /external maintenance personnel 
enter these facilities with specially-assigned access cards through an initial escort from the reception 
to the data center. However, after this initial escort they are left unattended, thus reintroducing the 
risk/threat. Furthermore, with the exception of CCTV cameras mounted in various points for video 
monitoring, there is no sign-in/sign-off record /logging of internal or external visits to those facilities. 

Reviewing visitors’ log (recording entry and exit of visitors on a daily basis) and checking with the front 
desk /security personnel to ensure that they monitor, document and review all entries and exits to 
the data center is of paramount importance. These procedures would serve as monitoring and 
activities review controls for data center operations and support. There is a “Limited Access Area” 
sign in the Data Center area stating that “All Visitors Must Sign the Log Book”, but this is not enforced, 
especially since there is no log book!  

Currently, ICTS has established periodic reviews of the access control lists and cardholders’ identity 
reports in cooperation with the Safety & Security Services department. This is good practice. However, 
this process and the reports exclude non-card /escorted accesses to the facility, as well as facility 
access logs captured by the AMAG card scanning system (for visitors arriving at the downstairs lobby 
reception desk). 

We reviewed the existing visitor badging process (cf. July 2011 ELC Employee/Visitor Access Control 
Process) and interviewed the supervisor of the Reception /Front Desk regarding ICTS Data Center 
visitors logging procedures. Our conclusion is that the current procedure in registering data center 
visitors needs improvement. 

A recent announcement (in May 2015) introducing a new “Enterprise Visitor Management System” - 
purports to revise the manner in which visitors register at the reception desks in a proof-of-concept 
solution implementation. At this stage, it cannot be confirmed if its implementation would resolve 
this visitor logging /location recording issue. 

Audit recommendation:  Under the current registration process for visitors at the reception desks, 
specific logs and maintenance work schedules (for visitors /service technicians) – detailing their 
mission at the data center - should be maintained, monitored and reviewed at the appropriate level 
of ICTS management. Additionally, management should conduct periodic vulnerability scrutiny of the 
data center visitor access logs. 

Any visitor – internal /external, regardless of their role or function, should be escorted and not left 
unattended when they enter the facility, and particularly for external visitors, entry and exit records 
should be maintained in a local visitors’ logbook (as indicated on DC area sign) or via records 
maintained at the reception desk. 

As a potential breach detective control measure, it is also important to perform periodic reviews (even 
random checks) on the access activity logs captured by the AMAG system (particularly, records on 
service provider technician visits) or records compiled and retrievable from the reception (on other 
external visitors).  

https://www.ocps.net/intranet/op/ssec/security/Documents/ELC%20Visitor%20Badge%20Process.pdf
https://www.ocps.net/intranet/op/ssec/security/Documents/ELC%20Visitor%20Badge%20Process.pdf
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 Audit recommendation 31:  Provide basic fire training for RBELC data center staff / floor warden 

Title of area reviewed:  IT contingency planning and disaster recovery 

Audit findings:  RBELC Data center staff are not trained to use fire-fighting equipment  

Audit evaluation:  We were informed that handling of all type of fires is the direct responsibility of 
OCPS maintenance personnel or municipal firefighters (who are not stationed in proximity to the data 
center facilities). As a recommended measure to prevent the spread of fire and ensure immediate 
capability in extinguishing small fires around the data center, designated data center area personnel 
should be trained in the functioning of the alarm system, desired response to alarm conditions, 
location of all emergency equipment and tools, and use of all available extinguishing equipment. This 
training should encompass the capabilities and the limitations of each available type of extinguisher 
and the proper operating procedures of the extinguishing systems. 

Audit recommendation:  Unless the District is prepared to accept the risk of such preventable 
escalation of fire disaster, we recommend that ELC Data center staff (or designated floor wardens) 
are trained (as first-responders) to handle fire-fighting equipment. 

 Audit recommendation 32:  Business continuity risk analysis reviews should be performed 

Title of area reviewed:  IT contingency planning and disaster recovery, monitoring and review 

Audit findings:  There has not been a periodic /consistent internal risk analysis on major business 
disruptions 

Audit evaluation:  A thorough analysis of all potential factors that could impair the District’s ability to 
resume effective operations within a reasonable period of time in the event of critical systems, 
communications and infrastructure disruptions should be performed. ICTS management should carry 
out a self-assessment of their existing technology environment and fuse this in coordination with 
other departments that rely on those specific services. Such analysis should cover both (business) 
continuity of services delivery and (disaster) recovery of services delivery. 

A reference point on this subject is reflected in the department’s DRP document (pg.10) – which states 
inter alia – “Disaster Prevention and Preparedness provides a picture of: - obvious risks (Pre-identified 
risks if a Risk Assessment was completed) … Current mitigation strategies in place to reduce or 
eliminate the risks … The purpose of this chapter is to identify the risks and mitigation strategies…" 

(Pg. 14) – “OCPS has defined multiple risks that drive the need to implement a recovery strategy for 
critical applications/systems and the infrastructure located at the West Amelia production center. A 
Risk Assessment was not completed prior to the development of this plan; however the OCPS 
production center is located in an area that has three key catastrophic risks.” 

In view of such definitions resting only on environmental and political risks, and the acknowledged 
absence /out-of-scope of a detailed risk assessment in the disaster recovery process, it is apparent 
that those mitigation strategies might not properly address (prevent /react) to other/such 
unidentified ‘obvious’ risks! 

In a related response from Safety and Security Services, they confirmed that there is “no formal risk 
analysis process performed by Safety and Security of ICTS functions.  Emergency Management and 
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Business Continuity maintains the Continuity of Operations Plan for the district which covers to a 
certain extent management of business disruptions.  The units’ new Manager – Business Continuity 
and Disaster Recovery is charged with working with ICTS to develop mitigation, resilience and recovery 
structures.  To date, that program has yet to mature, but the intent is to support development of an 
enterprise disaster recovery plan.” 

Audit recommendation:  As DRP is a key component of Business Continuity Planning, we recommend 
that comprehensive internal risk analysis reviews should be performed to minimize the likelihood and 
impact of major business disruptions (and specifically emphasizing the high likelihood of equally 
catastrophic virtual disasters such as data breaches, cyberattacks, etc.). Periodic reviews of such risk 
analysis should also be carried out, as part of a disaster avoidance exercise, to minimize the likelihood 
of major operational disruptions occurring, particularly considering scope of reviews and date of last 
review. 

This should particularly include setting contingency conditions for the potential absence of key/critical 
staff in light of recurring challenging staff turnover in the ICTS department. All these recommended 
measures should also be applied to the Magic Way data center. 
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ICTS herein provides a coordinated response for each recommendation provided in the audit.    
 
Recommendation A-1: IT Scope of Services (such as a Service Catalog) should be defined 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding and with the suggestion of the use of the standards established by 
the Information Technology Infrastructure Library (ITIL) to accomplish this and a good number 
of the recommendations specified in the Audit Report. Steps have been taken to establish the 
use of ITIL in the department and are listed below. Of particular importance will be gauging the 
level of maturity of the organization in formalized processes and the amount of time and 
funding which will be required to implement. As with all large programs this will be a multi-year 
effort and will require participation from all levels of the organization to reach a successful 
implementation.  
 
Action Steps:   

 ITIL Foundations Training for Team Leads. Completed. 

 Analysis of functions in ITIL to determine which will be used at OCPS. Completed. 

 Writing and issuance of a bid for tools to support the process. On Hold for new CIO.  

 Research with other K-12 organizations on what they have used from ITIL. Working. 

 Analysis of the level of maturity of the ICTS Organization using information and 
questionnaires from Gartner and HDI. Working. 

 
Recommendation A-2: A formalized, written Maintenance Policy document should be 
prepared 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. ICTS had a process of using the second Sunday of the month for 
routine maintenance of hardware and software. This did not address the maintenance cycle for 
business functions such as calculations of GPAs for the student system or year-end changes for 
the business system. While the hardware maintenance does not have a formalized schedule, 
the student systems are governed by the Data Management Calendar (DMC) which is agreed to 
by the business owners and used by ICTS to perform system maintenance functions. The 
business cycle also requires standard maintenance which occurs twice during the business 
cycle: at fiscal year-end in June/July and at calendar end in December. Notices are given no less 
than two weeks when an outage is needed for these operations. All other items are scheduled 
as needed and often do not impact workers based on the use of load balancers which shift 
work to other devices allowing work to be performed with no system outage.  
 
Action Steps:   

 Use of the Data Management Calendar in an ongoing fashion and providing reminder 
communications for system outages. On-going. 
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 Continued expansion of a formalized change process to all areas of the business. Working. 
 
Recommendation A-3: Change Control Procedures should be applied in all cases 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. The challenge is for items not under the auspices of ICTS. As 
different departments bring in applications in particular items where vendors have control over 
changes, items are installed with no notice of the outage to the impacted customer. All vendors 
should be held to the same expectation of notice of outage as OCPS employees. This will need 
to be addressed by those contracting services with vendors and language will need to be put 
into contracts and enforced to insure proper notification of outages.  
 
Action Steps and Timeframe:   

 Research what other K12s are doing about this.  

 Finalize the change control procedural document and publish it for general consumption.  

 Combine into the ITIL program increasing rigor into the process. 
 
Recommendation A-4: Central controls monitoring and evaluation function is needed 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. The Project Management Office has standardized the way all 
projects are organized and managed, ensuring that both portfolio projects and tactical projects 
are governed in the same manner.  The PMO has begun a focus on Project Governance that 
impacts all areas of the District.  Beginning with the Business Case and through the final lessons 
learned following the go-live of the project, there is an involvement at all levels from the 
Project Team.  Effective Project Governance ensures that the organization’s project portfolio is 
aligned to business objectives, is delivered efficiently, and is sustainable.  The PMO’s use of 
governance enables strategic initiative with regards to initial project prioritization, alternative 
solutions and overall organizational risk. In addition, Applications has established a program to 
ensure the chief approval of tactical project related work orders and analyze the intake and 
closure of work order related tickets, including the identification of root cause.      
 
Action Steps:   

 Research what other K12s are doing about this. 

 Continue working with the CIO to establish a governance program with needed processes, 
practices and training.  

 
Recommendation B-5: All IT purchases require adherence to approved IT Budget 
 
MANAGEMENT RESPONSE:   
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ICTS agrees with this finding. A repeatable process has been established in conjunction with the 
departmental financial specialist where reports showing total spend, balance, and percent 
spent, by project, contract, and fund will be generated every two weeks. The reports will permit 
ICTS to be proactive instead of reactive, allowing us an early warning for any budget issues that 
may occur throughout the year ensuring consistent and predictable budgeting. Collaboration 
between ICTS and Finance for budgeting, and ICTS and Purchasing for contracting, allows 
budget status reporting and contract status reporting with tie-in to projects. Modifications to 
SAP now allow project level reporting showing hours and monies remaining.   
 
Action Steps:   

 Budget training should be sought out.  

 Budget review using the red book district standards should be followed. 

 Create a budget head for the department who has experience with budgets, can understand 
the structure and processes, and can serve as a watchdog over the budget expenditures. 
Review the currently vacant position and re-evaluate what it should be. 

 
Recommendation B-6: Service Level Agreements should be signed with internal customers 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. See response to item A-1.   
 
Recommendation B-7: Customer List from service agreements should be in place. 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. See response to item A-1.   
 
Recommendation B-8: Software License Management Policy is required 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. See response to item A-1.  Also establishment of the policy can 
bring about reductions in spending and return money to the budget. Items in this section are all 
connected as complementary tasks. These would be included in the building of a Configuration 
Management Database (CMDB) which is one of the aspects of the use of an ITIL based tool for 
monitoring assets both hardware and software.  
 
Recommendation B-9: A Software Inventory Process should be established 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. See responses to item A-1 and item B-8.   
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Recommendation B-10: Software License Monitoring Process required 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. See responses to item A-1 and item B-8.   
 
Recommendation B-11: Intellectual property statements should be in developers’ contracts 
 
MANAGEMENT RESPONSE:   
 
ICTS must defer to Human Resources and the Legal Department on this.  
 
Recommendation B-12: Intellectual property statements needed in IT staff contracts 
 
MANAGEMENT RESPONSE:   
 
ICTS must defer to Procurement and the Legal Department on this.  
 
Recommendation B-13: Site ownership list of official websites should be maintained. 
 
MANAGEMENT RESPONSE:   
 
Ownership of the websites is necessary for insuring compliance with rules and regulations 
governing the use and display of information. There is a current study underway by Community 
Relations to determine how to move forward with OCPS websites. It is suggested this become a 
part of the project that results from this.  
 
Recommendation B-14: Copyright protection notices on public-facing websites required. 
 
MANAGEMENT RESPONSE:   
 
This item was completed by Community Relations during the audit review. ICTS is in discussions 
with the legal department to determine if they concur with the original audit findings since we 
(OCPS) are a public agency and certain limitations for copywriting exist.  
 
Recommendation B-15: Standards and procedures required for critical IT functions 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding.  See response to item A-1.  
 
In addition, ICTS is participating in the Customer Experience project undertaken by the 
Operations Division. This activity looked at a series of customer facing processes from the point 
of view of the customer. This resulted in standardizing and documenting the most used 



Response to the Audit Findings of 2015 

Page 5 of 9 

customer facing processes, building how to guides and sets of frequently asked questions to 
match those processes. This set of activities culminated in the redesign of the Operations 
Division websites from the customer perspective in a concerted effort to make obtaining 
service from the Operations departments, including ICTS, easier.  
 
 
Recommendation B-16: Standards on system development requires all aspects of 
development 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. The business programming team uses an Agile Methodology and 
the structure embedded within SAP for governance. The student programming team uses Team 
Foundation Server (TFS) to store code and scripts. All applications teams adhere to the change 
management policy when moving items into production. In addition, ICTS follows a published 
Information Systems Development Methodology (ISDM) which is designed to provide a 
consistent, repeatable process for developing systems.  By referencing, utilizing, and applying 
the techniques within this methodology, development teams have a standard framework 
necessary to efficiently and effectively scope a project, conduct analysis, define and design the 
solution, create the system modules and evaluate the system after its implementation. Finally, 
Applications Development is actively moving into a Dev Ops structure to provide quick 
turnaround for requests. This requires cooperation and collaboration among all areas impacted 
by the quick flow of changes this brings about. Many companies are adopting this to increase 
customer satisfaction while providing good products and services.  
 
Action Steps:   

 Research what other K12s are doing in this area. 

 Combine into the ITIL program increasing rigor into the process. 

 Use the Gartner assessment as a tool to assess readiness to proceed in this area. See 
response to A-1. 

 
Recommendation B-17: Dedicated IT Training plan should be revived, expanded and improved 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding.  
 
From and inward facing perspective, that is, training needed for ICTS staff,  the organization is 
in flux as to the skills needed in ICTS and as such there is no training budget. As the organization 
moves into more of a buy before build practice, this needs to be constantly re-evaluated by 
senior leadership to determine if skills need to be acquired by employees of if services will be 
contracted to suppliers of district software and/or contracting firms. Once direction is 
determined, this should be revisited to include software training or perhaps vendor 
management training. The division will update and revisit the Professional Learning Plan 
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Process to assess what is needed, what is met and what training is needed to fill in gaps for 
internal ICTS Staff. 
 
From an outward facing perspective, that is, training for non-ICTS staff on the use of business 
and technical products, Customer Care is working with other areas in ICTS, in particular the 
Project Management Office (PMO) to assess the skills needed for users of business and 
technical applications provided to district staff. As skill models are built, they are tied to training 
models based on traditional Responsible/Accountable/Consulted/Informed (RACI) matrices.  
Customer Care along with Business Owners then assess, plan and deliver training to build the 
skill sets of the impacted customers in the successful use of the products. m 
 
Action Steps:   

 Research what other K12s are doing in this area. 

 Research with Gartner what trends they are seeing. 
Recommendation C-18: An Enterprise Architecture (E) management function and framework 
should be established. 
 
MANAGEMENT RESPONSE:   
 
The EA structure was proposed by the former CIO and will be evaluated with the new CIO. One 
of the reasons it has not been achieved is the cost of bringing in an experienced Enterprise 
Architect has been very high. An assessment of existing OCPS Enterprise Architecture strategies 
was completed by IBM and a formal document was produced identifying multiple gaps, 
including the issue of a lack of data governance. Also, note the implementation of Enterprise 
Architecture would be part of a Governance Process. 
 
Action Steps:   

 Determine if an EA approach will be a leadership priority. 

 If yes, perhaps examine contracting or training a current employee or employees. 

 Follow IBM’s recommendations regarding Enterprise Architecture 
 
Recommendation D-19: IT partner/supplier risks assessment process should be in place 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding and will defer to Procurement and Legal.  
 
Recommendation D-20: A skills bank in the IT and user functions should be in place 
 
MANAGEMENT RESPONSE:   
 
 See response to B-17. 
 
Recommendation D-21: An IT skills gap analysis should be performed 
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MANAGEMENT RESPONSE:   
 
See response to B-17.  
 
Recommendation D-22: An IT skills gap analysis should be performed 
 
MANAGEMENT RESPONSE:   
 
See response to B-17.  
 
Recommendation E-23: Records of systems development products are required 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. The business programming team uses an Agile Methodology and 
the structure embedded within SAP for governance. The student programming team uses Team 
Foundation Server (TFS) to store code and scripts. In addition, ICTS follows a published 
Information Systems Development Methodology (ISDM) which is designed to provide a 
consistent, repeatable process for developing systems. By referencing, utilizing, and applying 
the techniques within this methodology, development teams have a standard framework 
necessary to efficiently and effectively scope a project, conduct analysis, define and design the 
solution, create the system modules and evaluate the system after its implementation. The 
ISDM methodology is used in conjunction with the various business areas to assist in the 
development of detailed business cases, functional requirements, and technical requirements. 
Finally, all new development associated with tactical, and capital, projects goes through a 
rigorous QA process before Production transport.   
 
Action Steps:   

 Research what other K12s are doing in this area. 

 Use the Gartner assessment as a tool to assess readiness to proceed in this area. 
  
 
Recommendation E-24: Systems documentation should be maintained and secured 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding. Currently, the Applications EDW team utilizes IBM’s Infosphere 
Data Architect to create system flowcharts, data flow diagrams, logical data structure 
flowcharts, and data dictionaries. It is the intention of the Applications group to expand the use 
of this tool to all teams within ICTS Applications. In addition, all systems (applications) changes 
are tracked using HP’s Project Portfolio and Management system (PPM), as well as Team 
Foundation Server (TFS), and the SAP transport system. 
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Action Steps:   

 Research what other K12s are doing in this area. 

 Use the Gartner assessment as a tool to assess readiness to proceed in this area. 
  
 
Recommendation F-25: Data ownership policy should be established and issued 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding and is in the process of defining and implementing a data loss 
prevention plan for the oversight and management of data classification and ownership. In 
addition, a data governance process has been identified by two outside vendors (IBM and CELT) 
outlining roles for data ownership and data stewardship utilizing Common Education Data 
Standards (CEDS), including the development of a metadata information management system 
which will be used to define the districts future data state.   
 
Action Steps:   

 Research what other K12s are doing in this area. 

 Use the Gartner assessment as a tool to assess readiness to proceed in this area. 

 Implement vendor recommendations regarding data governance. 
 
 
Recommendation F-26: Centralize password management system should be implemented 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this finding and is actively working on implementing a system account 
password management solution to mitigate this finding.  The solution will centralize password 
management and provide backup solution necessary for system account password banking. 
 
 
Recommendation F-27: An alternate password bank should be in place in a secure location 
 
MANAGEMENT RESPONSE:   
 
See response F-26. 
 
Recommendation F-28: IT security training is recommended for security administrators 
 
MANAGEMENT RESPONSE:   
 
See response to B-17. 
 
Recommendation F-29: Service Providers should be obliged to submit SOC-2 reports 
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MANAGEMENT RESPONSE:   
 
While ICTS sees the value in this, there may be some vendors whose level of maturity may only 
reach SOC-1 compliance. This should be reviewed by Finance, Procurement and Legal to see 
what is needed. In addition, other districts could be asked what they require. 
  
Recommendation G-30: Maintain records for RBELC and Magic Way data center visitors 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with the recommendation and is in the process of implementing a visitor sign-in log 
book at both data center locations. 
 
Recommendation G-31: Provide basic fire training for RBELC data center staff/floor warden 
 
MANAGEMENT RESPONSE:   
 
ICTS will defer to the Safety and Security teams to re-evaluate. The current instruction given is 
to evacuate immediately.  
 
Recommendation F-32: Business continuity risk analysis reviews should be performed 
 
MANAGEMENT RESPONSE:   
 
ICTS agrees with this recommendation and with the outcome of the collaborative work of 
Safety and Security/Business Continuity and ICTS, we’ll be able to incorporate the critical 
business functions and priorities into the ICTS Disaster Recovery plan.  Risk analysis processes 
will then be implemented that coincide with business continuity and disaster recovery 
plans.  Data Loss Prevention policy will also reflect the implementation of the business 
continuity risk analysis review. ICTS has an already established Disaster Recovery plan and 
exercises yearly rehearsal at an alternate disaster recovery site.  The Disaster Recovery team 
has conducted several years of successful Disaster Recovery rehearsals as they follow a rotation 
of critical systems to test at the HP Disaster Recovery location in Alpharetta, GA.  The DR 
vendor has proven to be a strong and reliable resource and has contributed to the success of 
DR preparation, rehearsal and risk mitigation.  Risk assessment checkpoints will be built in to 
the current plan and procedures in conjunction with the District’s Comprehensive Emergency 
Management Plan moving forward as we partner with Safety and Security to ensure we are 
addressing systems and functionality identified in business continuity planning. 
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